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Introduction

Versiera is a web-based technology infrastructure management system used to visualize and operate large-
scale computer networks. It also simplifies the common routine tasks performed by system administrators
and enables a comprehensive view into the technology and its operation. Versiera offers a real-time view of
all of your hardware, software and digital assets along with their operational health. Versiera is available as
enterprise appliance or complete architectures for management of cloud data centers. Organizations looking
to consolidate management platforms or those that need to incorporate the latest in management
technologies, as well as, cut operational costs can take advantage of the free Internet accessible Versiera
management service.

Versiera architecture enables Internet Service Providers, systems management organizations and
consultants to broaden their services without having director access to customer technology or data and is
accomplished without having to build dedicated management interconnects to end customers.

verfera

The Versiera Management Console (https://www.versiera.com/) is accessible using most popular web
browsers over the Internet. Versiera collects and analyses information from your computer infrastructure
describing the computer active and configuration states by means of resident host agents (agents are about
800KB) that push information to the central Versiera system over an authenticated and encrypted
connection (SSL). During installation/registration every Versiera remote host agent is assigned a unique
digital certificate to authenticate and encrypt all communications. Once the digital certificates have been
assigned they are automatically managed by Versiera management system.

Broad operating system and platform support is offered including agents for Microsoft Windows™*, Apple
OS X (Intel/PowerPC), Linux (x86/amd64), FreeBSD (x86/amd64), NetBSD (x86), OpenBSD (x86) and

Solaris (Sparc/x86). Embedded platform support includes DD-WRT (Broadcom/Atheros), and OpenWRT
(Broadcom/Atheros).

*
All Windows operating systems (except Win95, 98, and ME) are supported. Linux systems supported include but are not limited to: RedHat,
Fedora, CentOS, Debian, Gentoo, Ubuntu, Mandriva, SuSE, Slackware, Xandros, PCLinus. Solaris 8 and higher supported.


https://www.versiera.com/
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Features Overview

Monitoring

» Monitoring host performance metrics
» Monitored host metrics include

o

O O O O O O O O

@)

VVYVYVYVYYV

Service Probes

CPU load average

Physical memory used and available
Virtual memory usage

Disk space available

Process name

Process count

Network port connections

Host uptime

Host time synchronization

Host check-in status

Configurable monitoring thresholds

Notification e-mails alerts

Alert suppression through host maintenance status

Monitoring event subscriptions

Alert Queue for automating trouble tickets to address monitoring issues

» Service Probes are used for monitoring of enterprise or Internet services and digital assets
»  Service Probes include

@)

O O O O O

o

DNS — domain name service record monitoring
HTTP — website and URL monitoring

HTTPS — website and URL monitoring

SMTP — e-mail server monitoring

PING — host response monitoring

SSL — monitoring of digital certificates

DHCP — network address assignment monitoring

> Notification e-mail alerts for service probe monitoring

Network Maps

» Automatically visualize the corporate networks and all their nodes
» Automatically visualize the communications throughout the enterprise networks and to/from the

Internet

Scheduling

» Versiera has its own general scheduling system which is used for all Versiera components
including Monitoring, Jobs, Notifications and Service
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Jobs
» Facility to create script tasks or use of built-in task models that can be assigned to one or more
registered hosts for execution by remote agents
» Job types include:
o User Management (Add/Delete/Disable/Change Password)
o Process Management (Start/Kill)
o  Service/Daemon Control (Start/Stop/Restart)
o  Software Distribution
o Software Removal
o Host Shutdown/Reboot/User Logoff
» Job Chaining enables the execution of one job based on the successful completion of another
» Software Distribution is a built-in task model and includes support for distribution of pre-
packaged software as executables, Microsoft System Installer (MSI), Install Shield, and Red Hat
Package Manager (RPM), Debian Package Manager (DPKG) and FreeBSD Package Management
(PKG) file formats
» Facility to assign a host a task of awakening, restarting, shutting down other hosts or forcing user
logoff (Windows only)
Compliance
» Create and manage corporate host configuration standards using Versiera Management Console
»  Apply corporate compliance standards for host active and configured states
» Report on host compliance deviations relative to configured corporate standards

Automated Documentation

>
>
>
>

Infrastructure - ability to generate on demand formal documentation describing one or more hosts
including their configuration details

Monitoring Policy - ability to generate on demand formal documentation describing the
configured monitoring policies applied to registered hosts

Documentation may be generated as Rich Text Format (RTF) or Portable Document Format
(PDF)

Reports for host data in Versiera are available as Comma Separated Values (CSV) and Portable
Document Format (PDF)

Report Host State

vV VYV VVVV 'V

Report host network listening ports, associated running applications and respective application
user accounts — Application Dependency Mapping (ADM)

Report on active host communications with remote hosts

Report on running applications, their resource usage and associated user accounts

Report on host user accounts details, user groups and group memberships

Report on accuracy and functionality of time synchronizations across registered hosts and
respective host time zones.

Report on host network configuration including network interface name, speed duplex settings,
MAC, manufacturer and packet counters

Report on host operating system, hardware make, model and serial number, processor model,
memory size, capacity of data storage devices, firmware version and date.
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» Report on active user session across all managed hosts
Ticketing System

» Automated trouble ticket queue generated by Monitoring probes
> Ability to create trouble tickets, assign priority, and associate to hosts for documenting problem
resolution workflow and delegation of work to operators

Contact Management System
» General contact management facility used for sending alert notifications
Dashboard

» A set of visual tools “gadgets” for displaying summary data
» Tools include: Host Performance, Bird’s Eye View, Network List, Ticket Stats and Alert Stats

Historical Host State Tracking

> Ability to review host state changes over time
Audit

» Versiera generates an audit log of user administrative activity during Versiera use
Filters

> Filters provide the ability to reduce the quantity of presented host data to locate desired
information
» Dynamic suggestions are available for locating the desired information

Custom Tables Presentation

» Versiera data presented in table format may be sorted by clicking on the respective column
heading. Alternate clicks sort data based on ascending and descending values.

» Table columns may be rearranged by clicking and dragging the desired table column to the
required location in the table.

Technical Support

Technical support is available via web based forums (http://forums.versiera.com/). To login, use your
Versiera ID and password. In addition, technical support may be obtained by sending Email to

support@versiera.com.



http://forums.versiera.com/
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Getting Started

There are three (3) steps in getting started with Versiera:

1. Create your Versiera ID
2. Configure Versiera Management Console settings.
3. Download and install Versiera agents on managed hosts.

Versiera ID

Now that you’ve read a bit about what Versiera can be used for, let’s get started using it! To use Versiera
you will need to create your Versiera ID and password. To create a Versiera ID navigate your Internet
browser to https://www.versiera.com and clicking on “Create a Versiera ID” link (as in the image below).
This link will take you to a registration page, where you can create your Versiera ID. Once the Versiera ID
has been successfully created, a confirmation email will be sent from Versiera to the email address you
provide in the registration process, containing an embedded activation link for the new Versiera ID. Your
Versiera ID will only become usable once you have clicked on the URL link contained in the email. .

ver-gler"a

Versiera D |

Password |

Forgotten yvour passward?

Forgotten yvour Wersiera D7
Create aVersiera D

YWersiera User Guide

Should you ever need to change your Versiera ID password, you may do so after signing into Versiera and
using the Administration link (top right of page) and then the Account Section.


https://www.versiera.com/
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Configure Versiera Management Console

Once you have created your Versiera ID, you can sign into Versiera Management Console. The Versiera
Management Console will be mostly empty until Versiera agents have been installed and registered on your
managed hosts. Once the agents are installed, they will enable management capabilities for that host.

VEI"'gIEr'E Wn..i.’. u, " u . -

Before installing Versiera agents, it is recommended to first configure the following items to your
requirements in the Administration Section:

VEFSIEI"E

Fureacy Pacy ~ Fropram Fulicts

Time Zone — follow the Administration link (top right) and select the Time Zone Section. Select your
desired time zone to configure all time/date information to be displayed for your selected time zone.

Contacts - follow the Administration link (top right) and select the Contacts Section. In the Contacts
Section you can add email address contact information for those individuals and groups that should receive
automated alert notifications from Versiera for Monitoring, Service Probes, Jobs and Ticketing.
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Accounts - follow the Administration link (top right) and select the Accounts Section. In the Accounts
Section you can add additional Versiera IDs for other staff members that will be using the Versiera
Management Console to manage the same hosts.

Registration Users - follow the Administration link (top right) and select the Registration Users Section.
In the Registration Users Section you can create a restricted Versiera 1D that can only install and register
Versiera agents, but without access to the Versiera Management Console.

Activity Log - follow the Administration link (top right) and select the Activity Log Section. The Activity
Log provides an audit trail of Versiera Management Console usage and should be reviewed regularly.

10
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Versiera Agent

Once you have activated your Versiera ID, to make full use of Versiera you will need to sign-in to Versiera
(Versiera ID and password), download and install a Versiera agent on one or more computer hosts you
wish to manage using Versiera. At least one agent is necessary to populate Versiera with host information.

Standard Versiera Agents

11
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Platform

Yersion Build

Mac O5 % 10.4, 10.5 (x86/ppc)  1.3.2
FreeB5D 7 (amda<) 1.3.2
FreeB5D & (amdad) 1.3.2
FreeBsD 4 (x86) 1.5.2
FreeBSD 5 (x86) 1.3.2
FreeBaD 6 (x86) 1.52
FreeBsD 7 (x86) 1.52
FreeBSD 8 (256 1.3.2
Linux, glibc 2.2 ar later (x86) 1.3.2
Linux, glibc 2.3 ar later (x86_&4d) 1.3.2
MetB5D 5 (armded) 1.3.2
MetBsD 3 (x86) 1.5.2
MetBSD 4 (86 1.3.2
MetBsD 5 (x86) 1.52
OpenBsD 4.5 (amdad) 1.52
OpenBSD 4.2 (86 1.3.2
OpenBsD 4.3 (x86) 1.52
OpenBsD 4.4 (x86) 1.5.2
OpenBsD 4.5 (x86) 1.52
Salaris 8, 9, ar 10 {sparc) 1.3.2
Solaris 10 {x36) 1.3.2
Windows 2000 or later (x36) 1.3.2

Embedded Versiera Agents

1925
1925
1925
1925
1925
1925
1925
1925
1925
1925
1925
1925
1925
1925
1925
1925
1925
1925
1925
1925
1925
1925

Download
Crovwnload
Drownload
Drovwnload
Drownload
Download
Crovwenload
Crownload
Dovwnload
Crowwnload
Diownload
Drovwnload
Drownload
Download
Crovwenload
Crownload
Dovwnload
Crowwnload
Download
Crovwnload
Drownload

Download

Etnbedded Agents

Platform
DD-WET Linux 2.4 {bromd?
DO-WET Linux 2.6 (bromddxx)
COpenWRET 8.09 {atheros)
OperWET .02 chromdr xx)

There are two steps in installing an agent on a host; installing the agent and registering the agent with

VYersion Build

1.3.2 1925
1.3.2 1925
1.3.2 1925
1.3.2 1925

Download

Download

Download

Download

Versiera which will assign the Versiera agent with a digital certificate and map it to your Versiera account.

12
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Versiera agents collect host information and send it encrypted to the central system inside secure socket
layer tunnel (SSL). Versiera agents have, an AINA assigned, listening port 9050/tcp (listening port can be
forced to listen on loopback interface only). The listening port is intended for on-demand agent requests
from the Versiera Management Console in an Enterprise environment (initiated by the Versiera ID account
holder).

Versiera agents operate on internal timers and communicate with the central system at regular intervals.
The following are the default timers (the values may change in future releases).

Heart-beat check-in: 1 minute interval
Performance host data: 5 minute interval
Complete host state data: 6 hour interval

Further, agents detect host time changes such as those for time synchronization and adjust their timers
accordingly.

13
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Agent Installation — Windows

:@z

Versiera Agent Installation instructions for Win32 Platforms

Manual Installation

1.

w

~

9.

10.

11.

12.

To install the Versiera agent you must have administrative access to the target computer where the
agent will be installed.
Use your browser to navigate to https://www.versiera.com/
Sign-in using your Versiera ID and password corresponding to your Versiera account
In the Agent Section, review the list of the available Windows host agents for download and select
the one matching your operating system and hardware platform.
Click on the “Download” link. Be sure to save the “versiera-agent-x.x.x.x.exe” to somewhere easy
to find like your Desktop.
Run the “versiera-agent-x.x.x.x.exe” file and follow the on screen prompts.

a. Note — when running the agent install on Windows Vista or Windows 7, first right-

click on the “versiera-agent-x.x.x.x.exe” and select “Run as Administrator”.

When the introductory screen appears, click “Next” to continue.
On the next screen you can choose the installation path for the agent. It will automatically go to
the default location which can be changed if necessary, click “Next” to continue.
The next screen will display a summary of the install. Click “Install” to proceed with the
installation.
On the final screen, “Register as new host with server” is checked on by default. Leave checked
for new host installations. Click on Finish.
A command prompt window will pop up prompting you for your Versiera ID and password to
register the host. Use the Versiera account (Versiera ID and password) that you use to login to
your Versiera web account.
If the Versiera account (ID and password) are accepted, the host will get registered with Versiera,
receive an assigned digital certificate and the agent service will automatically restart.

Note - The rotating Versiera agent log file is located in %SystemRoot%\vrsagent.log

Unattended Installation

1.

It is recommended that a Versiera Registration ID (Registration User) be created from the Versiera
Management Console Administration section. The Registration ID can not be used to access the
Versiera Management Console and protects the administrative Versiera ID.

Download the Versiera agent to the computer where it will be installed as outlined above.

To silently install the Versiera Agent use the following command line:
a.  versiera-agent-x.x.x.x.exe /user=VersieralD /pass=password
url=https://backend.versiera.com/versiera/backend/rpc.php /verysilent

14
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Enterprise Automated and Unattended Deployment of Versiera Agents

The PsExec tool from Microsoft (Mark Russinovich) enables the ability for administrators to remotely
copy and install Versiera Agents within an enterprise. The tool can remotely install VVersiera Agent on one
or multiple computers including registering the agents with the Versiera Management Console.

Detailed information regarding the PsExec (v1.97) tool and usage can be found at:
http://technet.microsoft.com/en-us/sysinternals/bb897553.aspx

1. Download PsExec tool from Microsoft and place in the executable path on a Windows computer

2. Download the Versiera Agent for Windows installation program and place in the same directory as
the PsExec executable.

3. Use an enterprise administrative account on the machine from which PsExec will be used or
supply PsExec with the appropriate administrative account and password for the remote host
where the Versiera agent will be installed.

4. Execute PsExec to remotely copy the Versiera Agent, silently install and register the host with the

Versiera Management Console:
a.  psexec \\desktopA —u domain\user —p password —c versiera-agent-x.x.x.x.exe /user=VersieralD
Ipass=password /url=https://backend.versiera.com/versiera/backend/rpc.php /verysilent

The Microsoft PowerShell (for Windows versions that support it) may also be used to remotely copy and
install Versiera Agents to all computers in an enterprise.

15
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Agent Installation - UNIX

Versiera Agent Installation instructions for POSIX (Unix) Platforms

11.

To install the Versiera agent you must have administrative access to the target computer where the
agent will be installed.

Use your browser to navigate to https://www.versiera.com/.

Sign-in using your Versiera account using your Versiera ID and password.

Review the list of available host agents for download and select the one matching your operating
system and hardware platform.

To download the agent, right-click on the “Download” link and use SAVE LINK AS option. Be
sure to save the “versiera-agent-x.x.x.x.sh” to somewhere easy to find like /tmp or your Desktop
folder.

On your computer change directory to where the downloaded file was saved.

Set the execute permission on the “versiera-agent-x.x.x.x.sh” file by issuing the following
command from the terminal “chmod 744 versiera-agent-x.x.x.x.sh”.

Execute the “versiera-agent-x.x.x.x.sh” file with the command “./versiera-agent-x.x.x.x.sh” and
follow the on screen prompts.

The installer informs you of the path it used to install the agent.

. Once the agent is installed it will prompt you for your Versiera ID and password to register the

host. Use the Versiera ID and password that you use to login to your Versiera web account.
If the Versiera ID and password were accepted, the host will get registered, receive a digital
certificate and the agent will automatically restart.

Note — The rotating Versiera agent log file is located in /var/log/agentmond.log

Unattended Installation

1.

It is recommended that a Versiera Registration 1D (Registration User) be created from the Versiera
Management Console Administration section. The Registration 1D can not be used to access the
Versiera Management Console and protects the administrative Versiera ID.

Download the Versiera agent to the computer where it will be installed as outlined above.

To silently install the Versiera Agent use the following command line:

a.  versiera-agent-x.x.x.x.sh -- --username=VersieralD --password=password
--url=https://backend.versiera.com/versiera/backend/rpc.php

16
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Agent Installation - pfSense Firewall

Versiera Agent Installation instructions for pfSense Firewall

w

10.
11.

12.

13.

To install the Versiera agent you must have administrative access to the target computer where the

agent will be installed.

Use your browser to navigate to https://www.versiera.com/.
Sign-in using your Versiera account using your Versiera ID and password.
Check of the pfSense website the version of FreeBSD operating system used as the basis of the

particular version of pfSense and download the appropriate Versiera FreeBSD agent to your
desktop.

To download the agent, right-click on the “Download” link and use SAVE LINK AS option. Be
sure to save the “versiera-agent-x.x.x.x.sh” to somewhere easy to find like your Desktop folder.
On your computer change directory to where the downloaded file was saved.

From the pfSense management web interface, go to Diagnostics and use the Command Prompt
section. Use the Upload option to transfer the file from your desktop to pfSense. This will place
the Versiera agent installer to the pfSense /tmp directory.

From the pfSense console, set the execute permission on the “versiera-agent-x.x.x.x.sh” file by
issuing the following command from the terminal “chmod 744 versiera-agent-x.x.x.x.sh”.

Execute the “versiera-agent-x.x.x.x.sh” file with the command “./versiera-agent-x.x.x.x.sh” and
follow the on screen prompts.

The installer informs you of the path it used to install the agent.

Since pfSense uses different path for its startup scripts you will need to copy the

/etc/rc.d/agentmond.sh startup script into /usr/local/etc/rc.d/agentmond.sh. This will be done
automatically in a future release of the Versiera agent.

As a last step you will need to register the Versiera agent to your Versiera ID as follows:

a.  /lusr/local/lib/vrsagent/agent/1.3.2/vrsagent -reghost -s https://backend.versiera.com --username=VersieralD

--password=password

If the Versiera ID and password are accepted, the host will get registered, receive a digital
certificate and the agent will automatically restart.

Note — The rotating Versiera agent log file is located in /var/log/agentmond.log

17
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Note: It is recommended that a Versiera Registration ID (Registration User) be created from the Versiera
Management Console Administration section. The Registration ID can not be used to access the Versiera
Management Console and protects the administrative Versiera ID.

18
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Agent Installation — DD-WRT

Versiera Agent Installation instructions for Embedded Platform

Prerequisite:

1. Itis recommended the embedded network device should have a minimum of 8MB flash and
16MB DRAM memory.
2. DD-WRT 2.4 SP1 (or newer) installed on the embedded device (Broadcom/Atheros). Note - the
Standard and Mega DD-WRT distribution versions are known to work with Versiera agents.
3. Embedded device should be able to connect to the Internet. Required to register the device with
Versiera Management Console.
Procedure:
1. Configure network the IP address, subnet mask and gateway on the embedded network device.
2. Configure DNS servers as the agent installation needs to be able to resolve
“https://backend.versiera.com/”
a. Example: 8.8.8.8 and 8.8.4.4 (Google DNS)
b. Example: 208.67.222.222 and 208.67.220.220 (OpenDNS)
3. Configure the time zone using the DD-WRT management interface.
4. Configure the date/time on the embedded network device.
a. Example: date -s 2010.04.30-10:41
5. Optionally configure the Network Time Protocol (NTP) to maintain the correct time.
6. Enable the “jffs” file system support using the DD-WRT management interface.
7. Use your browser to navigate to https://www.versiera.com/.
8. Sign-in using your Versiera ID and password.
9. Review the list of available host agents for download and select the one matching your embedded
network device and firmware.
10. To download the agent, right-click on the “Download” link and use SAVE LINK AS option. Be
sure to save the “versiera-agent-x.x.x.x.sh” to somewhere easy to find like your Desktop folder.
11. Secure copy the downloaded Versiera agent to the embedded device over the network using the
command “scp agent-install.tar.gz root@xxx.XxXx.Xxx.xxx:/tmp” (agent may also be copied
from USB if the port is available on the device).
12. Log into the embedded device console and change directory with the command “cd /tmp”.
13. Extract the agent from the archive “tar xzf agent-install.tar.gz -C /”.
14. Change directory with the command “cd /jffs/opt/vrsagent/agent/1.3.2/”
15. Manually register the host ““./vrsagent —reghost —s

https://backend.versiera.com/versiera/backend/rpc.php”.
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16. During the installation, when prompted, enter the Versiera ID and password that you use to sign-in
to the Versiera Management Console.

Verification:
1. Versiera agent configuration settings are saved in ““/jffs/etc/versiera/” directory.
2. Versiera agent startup script is “/jffs/etc/config/agentmond.wanup”.
3. Versiera agent is installed to “/jffs/opt/vrsagent/”.
4. Verify that the agent is running by executing “ps —ef | grep vrsagent”, if it is not reboot the

embedded device.

5. Log into the Versiera website https://www.versiera.com/, after a couple of minutes the agent
should start populating information for the embedded device.

6. Review firewall rules and ensure that the firewall rules on the embedded device are set to permit
outbound communication on port 443/tcp (SSL).
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Agent Installation — OpenWRT

Versiera Agent Installation instructions for Embedded Platform

Prerequisite:

1. Itis recommended the embedded network device should have a minimum of 8MB flash and
16MB DRAM memory.
2. OpenWRT 8.09.1 (or newer) installed on the embedded device (Broadcom/Atheros).
3. Embedded device should be able to connect to the Internet. Required to register the device with
Versiera Management Console.
Procedure:
1. Configure the IP address, subnet mask and gateway on the embedded device.
2. Configure DNS servers as the agent installation needs to be able to resolve
“https://backend.versiera.com/”
a. Example: 8.8.8.8 and 8.8.4.4 (Google DNS)
b. Example: 208.67.222.222 and 208.67.220.220 (OpenDNS)
3. Configure the time zone and date/time on the embedded network device.
c. Example: date -s 2010.04.30-10:41
4. Optionally configure the Network Time Protocol (NTP) to maintain the correct time.
5. From the OpenWRT console execute “opkg update”
6. From the OpenWRT console execute “opkg install libopenssl™ to install required library.
7. From the OpenWRT console execute “opkg install libpthread” to install required library.
8. Use your browser to navigate to https://www.versiera.com/.
9. Sign-in using your Versiera ID and password.
10. Review the list of available host agents for download and select the one matching your embedded
network device and firmware.
11. To download the agent, right-click on the “Download” link and use SAVE LINK AS option. Be
sure to save the “versiera-agent-x.x.x.x.sh” to somewhere easy to find like your Desktop folder.
12. Copy Versiera agent “versiera-agent-x.x.x.x.sh” to the embedded device over the network using
scp command.
13. Once the “versiera-agent-x.x.x.X.sh” is on the OpenWRT embedded device, set the execute
permission on the file with the command “chmod 744 versiera-agent-x.x.x.x.sh”.
14. Run the Versiera agent installer with the command “./versiera-agent-x.x.x.x.sh”
15. During the installation, when prompted, enter the Versiera ID and password that you use to sign-

in to the Versiera Management Console.
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16. A firewall rule may need to be set to permit outbound communication from the embedded device
to Versiera Management Console. Please review firewall rules using “iptables -L”.The following
firewall rule can be added to the Versiera startup script “/etc/init.d/agentmond” by inserting a the

following line at line 66.
d. iptables—-A OUTPUT —p tcp —dport 443 —j ACCEPT

Verification:

1. Versiera agent configuration settings are saved in /etc/versiera directory.

2. Versiera agent startup script is /etc/init.d/agentmond and a startup link is
/etc/rc.d/S99agentmond.

3. Versiera agent is installed to /opt/vrsagent.

4. Verify the agent is running by executing “ps —ef | grep vrsagent”

5. Log into the Versiera website https://www.versiera.com/, after a couple of minutes the agent
should start populating information for the embedded device.

6. The agent may be executed manually for debugging purposes by first stopping the agent

“letc/init.d/agentmond stop” and running the agent manually
“lopt/vrsagent/agent/1.3.2/vrsagent —C /etc/versiera/agent”.
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Versiera Management Console

Now that you’ve successfully installed a Versiera agent on your host(s), we can introduce you to the
information available in the Management Console as received from the Versiera agents. It is suggested that
a minimum screen resolution of 1024x768 be used when using Versiera Management Console and for
optimum results 1280x1024 or higher is recommended.

Web Browsers

The Versiera Management Console is the user web interface through which you are able to manage and
monitor your infrastructure technology. To use the Versiera Management Console a web browser is
required. Versiera Management Console has been tested successfully with the following browsers: Google
Chrome, Apple Safari, Opera, Firefox, Konqueror and Microsoft Internet Explorer. Other browsers may
also work, but have not been tested. For the best results Chrome, Safari, Opera and Firefox browsers are
recommended.

Title Box

Once a user signs into Versiera, the main title box presents them with their registered Company Name,
Versiera ID, and time zone information. Summary information is also provided on the number of registered
hosts and the number that have not reporting in recently.

Example Corporation
Signed in as: default (A rerica/Toronta)
vel 'Iel a 93 hosts registered, 53 hosts not reportingin -~ @

sdministration | Help | Logout

Main Screen - Sections

Versiera Management Console has been designed for quick and easy traversal. The main screen is divided
into Sections. By clicking on a Section icon or title the user is taken to the information for the respective
section. Sections are then subdivided by context tabs. Other interface traversal options are also available in
the form of a section drop-down boxes and web page bread-crumb links.
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Table Data

Much of the information in Versiera Management Console is presented in table format. The number of
rows per table may be controlled from 10, 25, 50, and 100 to suite user preferences. This preference is
configurable from any of the tables using the selections above the table. Once selected the preference is
saved and will be used throughout Versiera until changed by the user. The number of rows in a table is
presented at the bottom of the table. When the total number of rows exceeds that of an individual table
page, controls are provided below the table as direction arrows, to view the rest of the rows. All table data
is available for download using comma separated values (CSV) or as a portable document format (PDF)
file.

Example Corporation
Signed in as: default (Armerica/Toronto)

VE| ‘ 'Iel a 93 hosts registered, 53 hosts notreporting in @

Administration | Help | Logout

Wersiera >> Hosts Agents v

Rows per page: 10 | 25 | 50 | 100 Download table as: CSV (this page) | CSV (all pages)

Host LastIP External IP ISP Country Last Port Last Check-in SSL NAT HostUp v Delete Maintenance
FresBsD-64.bdeint 10.226.0.36  10.226.0.38  CLASS A ADDRESS SPACE FOR FRIVATE INTERNETS Internal - 9050 2010-05-21 13:35:11 true false true ®
Windows-7-Home-Premium 10,226,045 10.226.0.48  CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS Intemal - 9050 2010-05-21 13:35:21 tue false true ®
OpenBsD41-DELLbdcint | 172.20.3.49  172.20.3.49 | CLASSB ADDRESS SPACE FOR PRIVATE INTERNETS | Internal - 9050 2010-05-21 13:35:24 true false true ®
archLinux 172.20.2.85 17220285 CLASS B ADDRESS SPACE FOR PRIVATE INTERNETS  Internal - 9050 2010-05-21 13:35:29 true false true ®
wrt-buildsre 10.226.3.104 10.226.5.104 CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS, Intemal - 9050 2010-05-21 13:3459 true false true ®
this-csd1 80caz 10.226.3.148 |10.226.3.148  |CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS, nternal - | 9050 [2010-05-21 12:35:31 true false | true ®
bc01 308 10226036 10.226036 | CLASS & ADDRESS SPACE FOR PRVATE INTERNETS nfermal - 3050 2010-05-21 13:95:34 true false true ® ()
laSPLinus 1 2 172202180 172.20.2.180 CLASS B ADDRESS SPACE FOR PRIVATE INTERNETS  Infermal - 9050 2010-05-2113:95:33 true false true ® ()
sysadmins-mac-mintloral | |172.902 230 172,202,230 CLASS B ADDRESS SPACE FOR PRIVATE INTERNETS | Infermal - 050 2010-05-21 133508 true false | true ®
netbsdn] -iass 102265174 102263174 CLASS A ADDRESS 5PACE FOR PRIVATE INTERNETS. Internal - 050 2010-05-21 138513 true false  true ®

KMdrage |1 | of 10 93 rows) bW
Name ~| | contains v

Sorting Table Rows

The table data is presented with default sort orders based on a particular column in the table. The table
columns that have headings in blue colour can be used for sorting data rows. By clicking on the table
column heading successively, that column will be used for sorting and alternate clicks will sort in
ascending and descending order.

Arranging Table Columns

The default table column ordering in tables may be altered to suit preferences. By clicking on and dragging
a table column heading to the desired position between columns in the table and releasing, the column
ordering will be modified and saved as a preference.
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Filters

At the bottom of all tables there are three boxes and a “Filter” button that allow the selection of the desired
data to be presented in the table. The left-most drop-down box (shown below) for building a filter
expression allows the selection of the table column upon which the filter will be applied. The center drop-
down box provides filter expression types. The right-most box provides user entered filtering criteria to be
used in the expression for the target column.

By typing successive characters in the right-most box, Versiera Management Console automatically starts
to suggest values from the table data which can be selected and applied. The user may prefer to only enter
partial data for filtering, such as several characters of a name.

Versiera Management Console permits the use of multiple filters against a table to reduce the number of
rows and present the optimum data set.

Marme ¥ || contains | I Filter
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The Host section provides an overview of host communication information. Table rows show host
communication information and confirm the host is successfully reporting in. Table rows in yellow show
hosts that have been successfully registered, but have not submitted any state information. Table rows
highlighted in red, indicate hosts have not submitted any information to Versiera within the last five (5)
minutes. In general the host installed Versiera agents submit quick “host up” status every sixty (60)
seconds.

Rows per page: 10 | 25 | 50 | 100  Download table as: C5W (this page) | CSY (all pages)

Host Last P External IP ISP Country LastPort  Last Check-in  SSL MAT HostUp v Delete Maintenance
FreeBsD-64 bdc.int 10.226.0.38 10.226.0.38  CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS Internal - 9050 2010-05-21 13:35:11 true false true ®
Windows-7-Home-Fremium |10.226.0.48 | 10.226.0.48 | CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS Internal - 9050 2010-05-21 13:35:21 true false true =
OperBsD4l-DELL bdcint  172.20.9.49  172.20.3.49  CLASS B ADDRESS SPACE FOR PRIVATE INTERNETS  Internal - 9050 2010-05-21 19:35:24 true false true 3]
archLinux 172.20.2.85 172.20.2.85 CLASS B ADDRESS SPACE FOR PRIVATE INTERNETS Internal - 9050 2010-05-21 19:35:28 true false true 3]
wrt-buildsry 10.226.3.104 10.226.3.104 CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS Internal - 9050 2010-05-21 13:34:59 true false true =
this-cf5d180ca2 10.226.3.148 10.226.3.148  CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS Internal - 9050 2010-05-21 13:35:31 true false true =
balcD 1 sriE 10.226.0.36  10.226.0.36  CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS Internal - 9050 2010-05-21 19:35:34 true false true 3]
ASPLinux12 172,20.2.180 172.20.2.180 CLASS B ADDRESS SPACE FOR PRIVATE INTERNETS  Internal - 9050 2010-05-21 19:35:93 true false true 3]
sysadmins-mac-minilocal | 172.20.2.230 172.20.2.230  CLASS B ADDRESS SPACE FOR PRIVATE INTERNETS  Internal - 9050 2010-05-21 13:35:08 true false true =
netbsd401-1386 10.226.3.174 10.226.3.174  CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS Internal - 9050 2010-05-21 13:35:13 true false  true =
MdPage 1 | of 10 @3 rows) b M
Marne v | | contains v

Viewing Hosts Table Information
The table data provides the following information:

Host — the hostname of the system registered with Versiera. Each name is also a link that when
clicked on will take you to the host’s summary page.

Last IP — the IP address of the host used by the agent to communicate to the Versiera
management system.

External IP — the IP address seen by the central Versiera management system while
communicating to the host agent (Internet public IP address). The IP address seen by Versiera may
belong to another host device such as a firewall acting to perform network address translation
(NAT).

Last Port — the listening port number of the Versiera agent running on the host

Last Check-in — the data and time of the last agent check-in, which in common usage should be
updating once every minute
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SSL - a Boolean value of true/false on whether the communications between the agent and central
Versiera system is using secure socket layer (SSL)

NAT - a Boolean value of true/false on whether the network address as seen by Versiera
Management Console during agent check-in matches one of the network interfaces of the
particular host. If the value is TRUE, an intermediate device in the communication path is
translating the network address of the host with the Versiera agent with one of its own.

Host Up — a Boolean value that shows whether the host agent is up and implies that the host must
also be up

Delete — the button to unregister a host and remove its information from the Versiera Management
Console. The Versiera agent on the host will no longer be authorized to check-in to the Versiera
Management Console.

Maintenance — the button to enable/disable the maintenance state for a given host. When a host is
placed in maintenance state any monitoring alerts are suppressed.

27



ver‘g iera

Host Groups

The Host Groups are used to simplify management and monitoring tasks. There are two types of groups
static and dynamic. Static group members are explicitly defined by adding hosts to the group. Dynamic
group members are automatically determined based on one or more rules regarding host properties. For
example a Dynamic Groups may be based on hosts that reside on a particular network, hosts with similar
operating systems, or hosts with similar running programs.

Viewing Host Groups Table Information
The table data provides the following information:
Name — the name of the host group.
Description — additional information about the group
Members — the number of hosts in the host group
Type — the host group type (static or dynamic)
Edit — the button to edit the list of members of the host group

Delete — the button to delete a host group

Rows per page: 10 | 25 | 50 | 100 Download table as: 5V (this page) | C5W (all pages)

Name 4 Description Members Type Edit Delete
bind DN servers 2 static E] @
FreeBSD | BSD 15 dynamic [E] ¥
Solaris Fal) 5 dynamic E] @
Windows | Microsoft 05 17 dynamic E] @
[ 4 Page 1 of 1 {drows) p
Mame v| |c0ntains v| | | [ Filter ]
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Create New Host Group Form
Name — the name of the host group
Description — additional information about the host group

Type — the host group type static or dynamic

Description

I (e

Group Properties — Static Host Groups

To update the static groups, use the “Edit Group Memberships” form. Clicking on hosts or groups from
ether the “Available” or “Selected” and then clicking on the “>>" or “<<” buttons to moves the hosts or

groups in and out of the group’s membership. Pressing the Commit Changes button applies the changes to

the Host Group memberships.

DNS servers

N )

Available Selected

9 205-client - a OpenBsD-45. bdc.int

alex-vrsbuild0l 3 a OpenBSD41-DELL bde int
ALT-Linux-4.1

archlinux

Rows per page: 10 | 25 | 50 | 100 Download table as; C3Y (this page) | C5V (all pages)

Host = LastIP  External IP Last Port  Last Check-in  SSL NAT HostUp
OpenBsD-45 hdc int 103226043 10,226,043 9050 2010-01-21 20:27:35 true false false
OpenBsD41-DELL bdcint [172.20.3.43 172,20.3.49 2050 2010-02-19 15:16:23 true false true

44 Fage 1 of 1 (2 rows)

e ] [comars | |
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Group Properties — Dynamic Host Groups
Op - logical operators (and, or) for use with multiple rule sets
Invert — checkbox that applies the not logical operator to the Rule

Field — drop-down box that includes all possible host properties to be evaluated in the membership
Rule

Rule — drop-down box of rule types to be used in the membership Rule

Value — the user supplied value for evaluation

Commit — the button to apply a created Rule to the Host Group’s memberships
Delete — the button used to delete a given Rule

Add Rule — the button for the addition of another dynamic group rule to a Rule Set

Rebuild Members — the button is used to generate or update table of a group’s members

Group Properties — Dynamic Host Group

=

Dynamic Group Rules

op Invert Field Rule Value Commit Delete

O |[streos v| [contains ] [freebsd '@ 3]

Group Members
Rows per page: 10 | 25 | 50 | 100 Download table as: C5V (this page) | G5V (all pages)

Host = Last IP External IP Last Port Last Check-in 55L NAT Host Up
FreeBSD-64.bdeint 10.226.0038  10.226.0.38 3050 2010-01-21 20:27:06 true false false
FreeB3D-7.1 172.20.2.110 172.20.2.110 2050 2010-02-1915:11:34 rrue false true
FreeBSD-7 bdcint 172.20.2.142 172.20.2.142 9050 2010-02-19 15:12:40 true false true
FreeBSD-72 172.20.2.145 172.20.2.145 8050 2010-02-19 15:11:58 true false ftrue
FreeBSD-8-0-betal bdc.int 172.20.2.92  172.20.2.82 2050 20089-12-26 09:38:22 true false false
FreeBSD-8.bdc.int 172.20.2.68 172.20.2.68 9050 2010-02-1915:12:11 true false true
freebsdZ Ovm.bdc.int 172.20.2.137 172.20.2.137 9050 2010-02-19 15:12:31 true false true
freebsd?2-amd64bdeint | 10.226.2.165 10.226.2.165 3050 200%-06-1114:03:07 true false false
freebsd&0-amdé4bdcint | 10.226.5.173 10.226.3.179 2050 2010-02-1915:12:39 true false true
freebsd80-i386 bdc.int 10.226.3.181 10.226.3.181 9050 2010-02-19 15:12:23 true false true

HdPage 1 |or2 0Srows b i
| Errr— \

30



ver‘g iera

Schedules

Schedules are used for creating and managing timetables that can be used to control when actions are taken.
Schedules can be used for Monitoring, Jobs, and for setting time intervals over which Notifications should
be sent out. Schedules are evaluated by the Versiera central system. Since Versiera keeps data on the
remote host’s UTC offsets, the scheduled times are based on the local time of the remote hosts. That is to
say that if a schedule to start a host backup job is scheduled to run at 22:00 on several servers located in
different time zones, Versiera will offer the job to each servers based on when 22:00 is effective for them.
This also applies for schedules used in user notifications. Each Versiera user configures their respective
time zone, so any schedules for notifications apply to the users based on their respective time zone. The
process of creating a schedule requires that at least one Rule Set be created to set a time zone. A Rule Set is
itself comprised of one or more individual Rules. Schedules can be comprised of multiple Rule Sets to
accommodate particular timing requirements. In general terms:

e Asingle Rule Set is a logical expression formed by individual Rules connected with the logical
conjunction (logical AND)

e A Schedule is a logical expression formed by a group of Rule Sets connected with the logical
disjunction (logical OR)
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Viewing Schedules Table Information

The Schedules table data provides the following information:

Schedules

Fows per page: 10 | 25 | 50 | 100 Download table as: C5V ithis page) | C5W (all pages)

Name =& Description Edit Delete

From 11-1Zpm Dewvelopment E E
From 12-Tpm  Production E @

From 15-1a staging E E
Id 4 Page 1 of 1 (3rows) b

|Name vl |contains vl | | [ Filter J

Name — the name of a particular schedule
Description — additional information about the particular schedule
Edit — the button allows the update of a particular schedule

Delete — the delete button removes a particular schedule

Create New Schedule Form

Creat edule

|

I

Name — the name of the schedule
Description — additional information about the schedule

Once a schedule has been created, one or more RULE SETS need to be associated with the
schedules that define when actions should take place.
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Create New Rule Set Form

Editing Schedule: From 12-1pm

Schedule Properties

Production

Cescription

I (s

Schedule Rulesets

Rule Commit Delete
Match weekday: sy (e 1w Blwe Oth O Osa @ 3]
After tirne: : @
Eefare time: : @

Eule Type | Match weekday v|

Rule Type — a drop-down box to select a particular rule type

Match weekday
After day of month
Before day of month
After time

Before time

After date and time
Before date and time

Create Rule — button to add a new Rule Type from the drop-down window to the Rule Set

Delete Rule Set — button to remove an entire Rule Set rather than individual rules in a set
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Sample Rule Set

The sample Rule Set is comprised of three separate Rules that form a logical expression having been
connected with logical conjunction (logical AND). Given Rule Set can be used to run a particular job every
day of the week between 8:00am and 1:00pm. If the Job must be repeated during the scheduled times, then

an Interval time should be configured for the particular Job.

Rule Commit Delete

tatch weekday: M sy M o M 10 M we M 1h ¥ pr ¥ 52 [8] [x]
After time: IB ‘I :IIZIIZI vI E
Eefore time:; I 13 "I : I uln] "I E

Eule Type I Match weekday j
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Sample Schedule

The following sample Schedule will perform the associated Job during weekdays between 6:00-7:00 and
17:00-18:00.

Wersiera >> Schedules

Editing Schedule: Sample Schedule

Schedule Rulesets

Fule Commit Delete

Match weekday: DSuBMnBTuBWEBThEFrDSa E
After tirme: : E
Eefare time: : E

Eule Type |Match weekday IL”

Rule Commit Delete

Match weekday: DSuBMnBTuBWEBTh@FrDSa E
After tirme: : E
Before tirme: : E

Rule Type |ru1at|:h weekday t”
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Jobs

Jobs are used to perform remote host operations. Jobs are comprised of Script operations, hosts to whom
the jobs are assigned and optional schedules and prerequisites. Scripts include predefined operations such
as User or Process Management or as user defined functions written in Bluescript language. In creating a
Job, the first step is to select a Script that defines the desired operation required on a remote host(s). Next, a
Job is configured, associated with the selected Script and assigned to one or more hosts. Once the Job has
been configured and saved it is automatically published by the central Versiera for acceptance by remote
hosts to whom the Job has been assigned. Jobs are accepted and initiated for execution by the remote host
Versiera agents. During a check-in, the agents on remote hosts query the central Versiera system whether
there are any scheduled Jobs for them to perform. If a Job has been assigned to a particular remote host it
will be accepted by the remote host agent and executed.

Job Chaining

Job Chaining is used to specify an order between related Jobs and to establish a prerequisite for the
successful completion of one Job before another is executed. This capability is useful for such operations as
dumping the contents of a database before starting the backup of the database dump data.

There are two types of Versiera Scripts:
The first are predefined Script Models:

User Management (Add/Delete/Disable/Change Password)
Process Management (Start/Kill)

Service/Daemon Control (Start/Stop/Restart)

Software Distribution (exec, msi, installshield, rpm, dpkg, pkg)
Software Removal (exec, msi, installshield, rpm, dpkg, pkg)
Host Shutdown/Reboot/User Logoff

The second are Scripts written by Versiera users to perform custom tasks using BlueScript language
(embedded agent language similar to TCL). Note — full Bluescript language documentation has not been
officially released. Also the current implementation limits Bluescript script to 64KB.

User Management

The User Management Jobs are used for management of local host user accounts. The Jobs can perform
account operations including adding, deleting, disabling accounts and changing passwords. For
environments where a single sign-on directory service is not available or not practical, these Jobs may be
useful in maintaining a set of synchronized host accounts and associated passwords.
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Process Management

The Process Management Jobs include operations for starting and killing of application processes.
Applications started by Versiera agents are started in the same security context as Versiera agents.

Service/Daemon Control

The Service/Daemon Control Jobs include operations for starting, stopping and restarting Services
(Windows) and Daemons (Unix). As an example in using this Job type, it is possible to fail-over a
production web server environment to for disaster recovery purposes or maintenance by enabling the
services on a secondary site and shutting down services on a primary using scheduling.

Software Distribution

The Software Distribution Job type provides the ability to remotely install software packages located on
web servers using the HTTP transfer protocol. This provides the ability to perform centralized software
distribution to one or more remote systems.

Requirements - Configuration of a Software Installation Job requires that the software to be
delivered is placed on a web server accessible to the remote hosts. The software delivery transport
mechanism uses HTTP protocol (port 80/tcp) to copy the file to the selected host(s).

Software Package Types:

Windows - Microsoft Windows the Single Executable (such as Microsoft Hotfixes),
Microsoft Installer Package (MSI) and InstallShield (ISS)

Linux — Red Hat Package Management (RPM) and Debian Package (DPKG)
Management Systems

FreeBSD/NetBSD/OpenBSD — FreeBSD Ports collections (PKG)

Software Removal

The Software Removal Job type provides the ability to remove software applications on remote hosts using
the remote host’s particular software management facilities (i.c. Windows Installer, etc.)

Host Shutdown/Reboot/User Logoff

The Shutdown script type provides a number of remote host operations including host shutdown, host
reboot and the ability to force a user to logoff.

37



ver‘g iera

Scripts Tab

The Scripts table data provides the following information about configured scripts:

[ JobStatus || Job Histary |

Fows per page: 10 | 25 | 50 | 100 Download table as: CSW {this page) | C5V (all pages)

MName = Description | Serial Edit Delete Type Size
piccalo-to-Fedara-9 = @ @ Software Distribution -
Piccalo-to-Fedaras 4 @ @ Software Distribution -
Feboot z @ @ Shutdaown -
rermove-lynx-from-Centos 2 @ @ Software Distribution -
Fun Stuff host command 2 @ @ Script 45
shutdown 1 @ @ Shutdown -
waet-to-freebsds 3 @ @ Software Distribution -
waet-to-slackware-11 2 @ @ Software Distribution -

H{Page of 2 {18 rows) b M

|Name

v| |c0ntains vl | | [ Filter ]

Name — the name of a particular script

Description — additional information about the particular script

Serial — a numeric value that automatically increments each time a script is modified
Edit — the button allows the update of a particular script

Delete — the button allows the removal of a particular script

Type — provides information whether the script is explicit or based on a predefined model

Size — provides the size of a script
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Creating a Job

There are several steps in creating a basic Job:

1. Create a Script using the Create New Script Form and selecting one of the built-in Script

Models.

Create New Script Form

e ]

Descriptiaon

Script Type i A |

I ¢

Name — the name assigned to the particular script
Description — information or details about the particular script

Script Type — script type (Process Kill, Process Start, Script, Service Control,
Shutdown, Software Distribution, Software Removal, User Management)

2. Configure the Script Properties using the Script Properties Form.

Scrlpt Propertles Form

terminate application

e

Name — the name the script
Description — information or details about the script

Serial — a numeric value that automatically increments each time a script is
modified

39



ver g iera

3. Configure the Script Content Form

Script Properties Form
Script C T

Process Name — the name of the application process to kill

4. Create a new Job using the Create New Job Form.

Create New Job Form

Create Mew Job

Description

Script | -- Mane -- L
5 Ale -- Mone -- b

Inte i

Name — the name assigned to the particular job
Description — (optional) information or details about the particular job

Script — drop-down windows allowing the selection of a script name to be
assigned to the job, previously created in the Scripts tab

Schedule — (optional) drop-down window allowing the selection of a schedule
name to be assigned to the job, previously created in the Schedule Section

Interval — (optional) the number of seconds between particular job repetitions
for situations when a particular job must be performed continuously
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5. Select the hosts or groups of hosts where the created Jobs will be performed.
6. Associate the configured Script instance with the Job.
7. Save the created Job.

Script Properties Form

ts [ Job Status [ Job History )

Description

Available Selected

All = 9 ASPLInUx1Z
Fona
W presmsn
-2F Solaris |
|\.ri editor v
O
O
|~ MNone -- >

ite
[

Job Event Motification

Contact |Helpdesk .".,
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Jobs Table

The Jobs

Script:

Jobs

table data provides the following information about configured jobs:

Name <

20100406-
Hotfix-
KEG20524

5 1 Job Status | Job History |
Rows per page: 10 | 25 | 50 | 100 Download table as: C5W (this page) | C5Y {all pages)
Description Hosts Script IOD, - Use Schedule Interval Disabled Edit Delete Browse Notification
Prerequisite Draft {secs)
AllWindows HatFix-
2003 servers | © KBgZOS24 | |1ONE false | nane false B ® ® CONGACT |Helpdesk ¥

Filters
Mame cont

I 4 Page 1 of 1 {1 rows) p

ains 20100406-Hotfix-KEB20524 [E]

Marme

| [contains || Filter

Name — the name of a particular job

Description — additional information about the particular job
Hosts — the number of hosts assigned to a job

Script — the name of the script associated with the job

Use Draft — the Draft checkbox applies to only those jobs defined as Script type rather than Job
Models (i.e. Software Distribution). By selecting the checkbox, the Draft version of a script will
be used in place of the Body of a script. This is helpful for testing new versions of scripts.

Schedule — the name of the schedule associated with the job
Interval — the interval in seconds to repeat the job

Disabled — Boolean value defining whether the script is disabled
Edit — the button for updating of a particular job

Delete — the button for removing of a particular job

Notification — the contact that should be notified of the job progress
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Job Status Table

[ Jobs || Zcripts | [ Job History |

Job Status

Rows per page:

10 | 25 | 50 | 100

Download table as: C5V {this page) | C5Y iall pages)

Job Host Instance Start Stamp Stamp ¥ State Data Delete
Eeboot during period | MetB5D-40 46 2010-02-24 15:45:22 2010-02-24 15:458:22 end E]
Eeboot during period | W2K3 43 2010-02-24 154751 2010-02-24 154752 end E]
FEeboot during period | ASPLinux12 42 2010-02-24 154705 2010-02-24 15:47:06 end E]
REeboot during period | Saolaris10 g6 Z010-02-24 154506 2010-02-24 15:46:08 end E]
Install Acrobat Reader| xp-deskpro-en 4/ Z005-08-18 101747 2008-08-15 10:17:47 start E]
hynx-to-CentQ5-52 CentD5-52 4 2008-08-05 16:43:04 2005-08-0516:43:13 end E]
piccola-to-Fedaora-9 | Fedora-9 1 2008-07-151526:59 2005-07-1515:27:35 end E]

K4 Page 1 of 1 (7 rows) b

| [rier |

|J|:|b V| |c0ntains Vl |

The Job Status table data provides the following information about the execution status of jobs:
Job — the name assigned to the job
Host — name of a host from list of hosts assigned to the job
Instance — the number of time the host attempted to complete the job
Start Stamp — the date and time for starting the job by the host

Stamp — the date and time the host Versiera agent updated Versiera Management Console on the
Job status

State — the current state of a job (queued, start, end/fail, wait)
Data — any data returned from the job execution

Delete — the button for removing of the Job status table record

Rerunning Jobs

There may be situations where a particular Job needs to be run more than once on a particular host such as
when it failed to complete. In that situation Deleting the particular job row for a given host from the Job
Status table will enable the remote host to run the job again within the next five (5) minute interval.

43



ver‘g iera

Job History Table

[ lobs | [ Scripts || Job Status | QLglE

Job Histary

Eows per page: 10 | 25 | 50 | 100

Download table as: C5Y {this page) | C5W (all pages)

Job Host

Feboot during period, Solaris10
Reboot during period |Solaris10
Feboot during period MetBSD-40
Feboot during period MetESD-40
Feboot during period, MetB50-40
FEeboot during period, [WZES
Reboot during period, |WZ2K3
Feboot during period, [WiZK3
Feboot during period, ASPLinux12
Feboot during period ASPLinux12

Instance

67
67
46
45
48
43
43
43
4z
4z

Stamp ¥

2010-02-24 15:49:08
Z010-02-24 15:49:08
Z010-0z-z24 1504522
Z010-02-24 15:48:22
Z010-02-24 15:48:22
Z010-02-24 15:47:.52
Z010-02-24 15:47:51
Z010-02-24 15:47:51
Z010-02-24 15:47:06
2010-02-24 15:47:05

State

queued
start
queued
start
end
end
queued
start
end

queued

Data

M 4 Page EI of 60 (592 rows) b M

|]u:ub Vl ||:ontains Vl |

- [Fitter |

The Job History tab provides the following information for review of older job records:

Job — the name assigned to the job

Host — name of a host from list of hosts assigned to the job

Instance — the number of times the job was executed by the host agent

Stamp — the date and time the historical data was saved

State — the data record on the job execution state (queued, start, end/fail)

Data — any data returned from the job execution
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Example of a Job — Software Distribution

As an example we will demonstrate how it may be possible to distribute the popular Firefox web browser
to one or more Windows computers. The following sample provides an overview of creating and executing
a Software Distribution Job:

1. Obtain the Firefox Windows Installer package from
http://www.frontmotion.com/Firefox/download_firefox.htm
2. From the “Scripts” tab, create a new software distribution script.
= Name: MSI install Firefox
= Description: New install
= Script Type: Software Distribution
3. The “Script Properties” form will be presented and include the above entered
information. If the form needs to be revised, make the necessary changes and click on the
Update button. The Serial number will increment by 1.
4. The next step is to complete the “Script Content” form and click the Update button once

done:
= Package Name: Firefox-3.6.2-en-US.msi
= Package Version: 3.6.2
= Check Presence Before Install: (leave unchecked)
= Install Method: msi

Package URL.:
http://hicap.frontmotion.com/Firefox/Firefox-3.6.2-en-US.msi
=  Answer File URL: -
=  Arguments: -

5.  From the “Jobs” tab, create a new job:

=  Name: 20100406-Firefox

= Description: All desktop computers
= Script: MSI install Firefox

= Schedule: -

Interval (secs): -
6. From the “Edit Job” form, assign to job 20100406-Firefox to one or more hosts from the
available list. Click on the Update button to save the form contents.
= Use Draft — leave unchecked
= Schedule — leave as “-- None --*
= Internal (secs) — leave blank
= Disabled — leave unchecked
=  Prerequisite — leave as “—None —
7. Select the desired Contact for job notification and click on the Subscribe button.
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verfpiera

Example — Microsoft Installer (MSI) Software Distribution Configuration

New install

[Firefox-3.6.2-en-Us.msi

[25.2

O

W

L

Ihttp:.l'.l'hicap.frontmotion.com.I'Firefox [Firefox-3.6.2

\

A1l desktop computers

Aovailable

Selected

@AII
bind
@FreeBSD

Solaris ]

[ Ml install Firefox v

O

-- Mone -- [l

]
O

| -- Mone -- l\g_

[
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Example of a Job — Software Distribution

As an example we will demonstrate how to create a job to distribute a Microsoft Hotfix to one or more
Windows computers.

1.

2.

Obtain the KB820524 Hotfix executable file from Microsoft and make it accessible on a
web server via HTTP.
From the “Scripts” tab, create a new software distribution script.

= Name: HotFix-KB820524

= Description: Windows Server 2003

= Script Type: Software Distribution
The “Script Properties” form will be presented and include the above entered
information. If the form needs to be revised, make the necessary changes and click on the
Update button. The Serial number will increment by 1.
The next step is to complete the “Script Content” form and click the Update button once
done:

= Package Name: KB820524
= Package Version: 1.0
= Check Presence Before Install: (leave unchecked)
= Install Method: exec
= Package URL: http://10.1.1.2/software/kb820524.exe
= Answer File URL: -
=  Arguments: -g-n
From the “Jobs” tab, create a new job:
=  Name: 20100406-Hotfix-KB820524
= Description: All Windows 2003 servers
= Script: HotFix-KB820524
= Schedule: -

Interval (secs): -
From the “Edit Job” form, assign the 20100406-Hotfix-KB820524 job to one or more
hosts from the available list. Click on the Update button to save the form contents.
= Use Draft — leave unchecked
= Schedule — leave as “-- None --*
= Internal (secs) — leave blank
= Disabled — leave unchecked
=  Prerequisite — leave as “—None —
Select the desired Contact for job notification and click on the Subscribe button.
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Example — Microsoft Hotfix (EXEC) Software Distribution Configuration

[labs [ Job status [ Job History |

Editing Script: HotFix-KB820524

Windows Server Z003

EC
O e
L

L
Ihttp:.f.fl 0.1.1.2fsofware [kb320524.exe

o

20100406-Hotfix-KESZ0524

A1l Windows Z003 servers

Aovailable Selected

All

-3 bind
gFreeBSD

-F Solaris ]

HotFix-KBS20524 I~

O

-- Mone -- il

1
O

| -- Mone -- el

I (i

\
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Example of a Job — Software Removal

As an example we will demonstrate how to create a job to remove Firefox web browser from one or more
Windows computers.

1. From the “Scripts” tab, create a new software removal script.

=  Name: MSI remove Firefox
= Description: remove install
= Script Type: Software Removal

2. The “Script Properties” form will be presented and include the above entered
information. If the form needs to be revised, make the necessary changes and click on the
Update button. The Serial number will increment by 1.

3. Itis necessary to determine the application name of the software as it is recorded in “Add
or Remove Programs” in the Windows Control Panel or as recorded by Versiera in
“Versiera >> State >> Software”. This name will be used below as the Package Name.
For Firefox 3.6.2 the name is recorded as “Mozilla Firefox (en-US)”

4. The next step is to complete the “Script Content” form and click the Update button once

done:
= Package Name: Mozilla Firefox (en-US)
= Package Version: 3.6.2
= Check Presence Before Install: (leave unchecked)
= Install Method: msi

= Package URL: -

= Answer File URL: -

=  Arguments: -
5. From the “Jobs” tab, create a new job:

=  Name: 20100407-Firefox

= Description: All desktop computers
= Script: MSI remove Firefox

= Schedule: -

= Interval (secs): -
6. From the “Edit Job” form, assign the 20100407-Firefox job to one or more hosts from
the available list. Click on the Update button to save the form contents.
= Use Draft — leave unchecked
= Schedule — leave as “-- None --*
= Internal (secs) — leave blank
= Disabled — leave unchecked
=  Prerequisite — leave as “—None —
7. Select the desired Contact for job notification and click on the Subscribe button.
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Example — Microsoft Installer (MSI) Software Removal Configuration

[ lobs (Job Status | lob History

Editing Script: M1 remowe Firefox

remove install

EDN
[
L

.

ercripts\Hrjob Status\”rjob Histor\,r\[
0100407 -Firef

A1]1 desktop computers

Available Selected
@AII
o ping
g FreeBsDr
< 3F Solaris l\:-i
| M5l remowe Firefox lv__,
O
-- Mane -- l\i,
O
-- Mome -- v

I [t

\
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Example of a Job — Service Control (Windows)

As an example we will create a job to START the TELNET service on a Windows computer. The TELNET
service is normally DISABLED and to start it, the service needs to be configured to MANUALLY start.
The following sample provides an overview of creating and executing Service Control Job on Windows:

1. From the “Scripts” tab, create a new service control script.
= Name: Telnet service
= Description: start service for remote connection testing
= Script Type: Service Control

2. The “Script Properties” form will be presented and include the above entered
information. If the form needs to be revised, make the necessary changes and click on the
Update button. The Serial number will increment by 1.

3. Itis necessary to determine the Service Name of the service to be controlled as it is
recorded in Microsoft Management Console Service Snap-in below. The Service Name
will be used below as the Service Name in the Script Content. For the Telnet service the
name is recorded as “TIntSrv” (case sensitive).

Telnet Properties (Local Computer) @E|

General | Log On | Recovery | Dependencies
Service name: TtSvr
Dizplay name:

Description: Enables a remate user to log on to this computer and A

un programs, and supports vanious TCP/P Telnet 2

Fath to executable:
W IND O S S pstem32itintewr. exe

Startup type: Manual i

Service status:  Stopped

“f'ou can specify the start parameters that apply when vou start the service
from here.

Start parameters:

4. The next step is to complete the “Script Content” form and click the Update button once
done:
= Service Name: TIntSrv
= Perform Action: start
5.  From the “Jobs” tab, create a new job:
=  Name: 20100408-Telnet
= Description: connectivity testing
= Script: Telnet service
= Schedule: -

= Interval (secs): -
6. From the “Edit Job” form, assign the 20100408-Telnet job to one or more hosts from the
available list. Click on the Update button to save the form contents.
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7.

Use Draft — leave unchecked
Schedule — leave as “-- None --*
Internal (secs) — leave blank
Disabled — leave unchecked
=  Prerequisite — leave as “—None —
Select the desired Contact for job notification and click on the Subscribe button.
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Example — Service Control (Windows)

[labs |

Editing Script: Telnet service

[Job Status | Job History |

start sService for remote conhection
testing

h2

ial
L.

connectivitcy testing

Available Selected

All
~2F hind
@ FreeBsD

- 3F Solaris

|Te|net service el

-- Mane -- [l

[ ]
O

| -- Mone --

I (v

||
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Example of a Job — Service Control (Linux)

As an example we will create a job to STOP a web server (HTTPD) on a Linux computer.

1.

From the “Scripts” tab, create a new service control script.

= Name: Web server

= Description: stop httpd

= Script Type: Service Control
The “Script Properties” form will be presented and include the above entered
information. If the form needs to be revised, make the necessary changes and click on the
Update button. The Serial number will increment by 1.
The web server daemon name (init script) on the particular system used for the example
is httpd.
The next step is to complete the “Script Content” form and click the Update button once
done:

=  Service Name: httpd
= Perform Action: stop
From the “Jobs” tab, create a new job:
= Name: 20100409-httpd
= Description: stop httpd daemon
= Script: Web server
= Schedule: -

Interval (secs): -
From the “Edit Job” form, assign the 20100409-httpd job to one or more hosts from the
available list. Click on the Update button to save the form contents.
= Use Draft — leave unchecked
= Schedule — leave as “-- None --*
= Internal (secs) — leave blank
= Disabled — leave unchecked
= Prerequisite — leave as “—None —
Select the desired Contact for job notification and click on the Subscribe button.
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Example — Service Control (Linux)

[ Jobs [ Job Status [ Job History |

Editing Script: Web server

Stop httpd daemon

EI
. m

[ Scripts || JobStatus |/ Job Histary |

oo

20100409-httpd

stop httpd daesmon

Avwvailable Selected

Al 9 ASPLinUx1 2
ﬁbind
~ 3P FreeBSD

- 3F Solaris

|Web Server sl

O

-- Mane -- el

L]
O

|—— Mone -- Il

Prereq e
\
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Example of a Job — Process Start (Windows)

As an example we will create a job to remotely Start a Process (application) on a Windows computer. In
our simple example the job starts the Adobe Acrobat Reader Windows application on a remote Windows
computer. It should be noted that the started “acroRd32.exe” process is visible in Task Manager, though it
does not appear on the Desktop as it is running in the security context of the System and not the logged-in
user. The following sample provides an overview of creating and executing a Process Start Job for
Windows:

1. From the “Scripts” tab, create a new Process Start script.
= Name: Acrobat Reader
= Description: start the acrord32.exe application
= Script Type: Process Start
2. The “Script Properties” form will be presented and include the above entered
information. If the form needs to be revised, make the necessary changes and click on the
Update button. The Serial number will increment by 1.
3. The fully qualified path to the application must be known as it needs to be entered in
Script Content form.
4. The next step is to complete the “Script Content” form and click the Update button once

done:

=  Command: c:\Program Files\Adobe\Acrobat 7.0\Reader\AcroRd32.exe
= Options: -

5. From the “Jobs” tab, create a new job:
= Name: 20100410-Acrobat
= Description: All desktop computers
= Script: Launch Notepad
= Schedule: -

Interval (secs): -
6. From the “Edit Job” form, assign the 20100410- Acrobat job to one or more hosts from
the available list. Click on the Update button to save the form contents.
= Use Draft — leave unchecked
= Schedule — leave as “-- None --*
= Internal (secs) — leave blank
= Disabled — leave unchecked
=  Prerequisite — leave as “—None —
7. Select the desired Contact for job notification and click on the Subscribe button.
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Example — Process Start (Windows)

[ Job Status |/ Job History |

Editing Script: Acrobat Reader

start the acrord3iZ.exe gapplication

riptian

EX—

rrmand IC:';';Program Filesi\AdabelAcrobat 7.04 \Reader i/

s I
I -
\

fScripts}frjob Status}frjob Histor\,r‘}

L1]1 desktop computers

Available Selected

All
@ bind
FreeB5D

Solaris

[ ]
O

| -- Mone -- -]

I (v
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Example of a Job — Process Kill (Linux)

As an example we will create a job to remotely Kill a Process (application) on a Linux computer. In our
simple example we terminate the “Vi” editor on a remote Linux computer. The following sample provides
an overview of creating and executing a Process Kill Job for Linux:

1. From the “Scripts” tab, create a new Process Kill script.
= Name: Vi Editor
= Description: kill the vi editor application
= Script Type: Process Kill
2. The “Script Properties” form will be presented and include the above entered
information. If the form needs to be revised, make the necessary changes and click on the
Update button. The Serial number will increment by 1.
3. The application name to be terminated (killed) must be known as it needs to be entered in
Script Content form.
4. The next step is to complete the “Script Content” form and click the Update button once
done:
= Process Name: vi
5. From the “Jobs” tab, create a new job:

* Name: 20100411-Vi

= Description: All desktop computers
= Script: Vi Editor

= Schedule: -

Interval (secs): -
6. From the “Edit Job” form, assign the 20100411- Vi job to one or more hosts from the
available list. Click on the Update button to save the form contents.
= Use Draft — leave unchecked
= Schedule — leave as “-- None --*
= Internal (secs) — leave blank
= Disabled — leave unchecked
= Prerequisite — leave as “—None —
7. Select the desired Contact for job notification and click on the Subscribe button.

58



verfpiera

Example — Process Kill (Linux)

[Jobs )

{'Job Status‘]{']ob Histor\,r\]

Editing Script: vi editor

cerminate application

=
.

I (v
L.

\

fScrlpts"](Job status | Job History |
Edit Jo

Avwailable

Selectad

All

bind
@ FreeBSDr
@Solarls

9 ASPLiNUx1E

-- Mane --

I (v
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Example of a Job — Script - Remote Host Command (Linux)

As an example we will create a job to remotely execute a command on a Linux computer. In our simple
example we move a file from one directory to another. The following sample provides an overview of
creating and executing a Script Job for Linux:

1.

oa s

From the “Scripts” tab, create a new Script.

=  Name: Move Sample File

= Description: Move the sample.txt file from user directory to /tmp

= Script Type: Script
The “Script Properties” form will be presented and include the above entered
information. If the form needs to be revised, make the necessary changes and click on the
Update button. The Serial number will increment by 1.
In the Body section of the Script Content enter the following command (note — directory
paths must be absolute):

= Body: execl {/bin/mv /root/test.txt /tmp }
Next click on the Update button in the Script Content form to save the script.
From the “Jobs” tab, create a new job:

= Name: 20100902-Move File
= Description: Linux computers

= Script: Move Sample File

= Schedule: -

Interval (secs):
From the “Edit Job” form, assign the 20100902-Move File job to one or more hosts from
the available list. Click on the Update button to save the form contents.
= Use Draft — leave unchecked
= Schedule — leave as “-- None --*
= Internal (secs) — leave blank
= Disabled — leave unchecked
= Prerequisite — leave as “—None —
Select the desired Contact for job notification and click on the Subscribe button.
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Example — Script - Remote Host Command (Linux)

Wersiera »»> Jobs >» Scripts
'Jn'bs'\mfjo'b Sratus 1/ lob Histary |

Zditing Script: Move Sample File

the samwple.txt file from user directory to
Jtmp

execl { /hinfwv /froot/sample.txt ftmp )

Versiera >> |obs

S:r\pts\ ’Jub Status | ’Juh Histurv\

Linux computers

Available Selected
= debian-nagios ¥ a
archlinux
Fedara-3 i
ALT-Linux
Fedara-10
Fedora-11
Fedara? bdc.int s
]
|ane Sarmple File |
O
-- Mane -- lv;
O
| -- Mane -- lv;

Jab Eve

Contact | Helpdesk pf;
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Graphs

(9]

Graphs are used for visualization of host and service probe performance information over a period of time.
Using the interface one can select a desired host and the time interval for display in the graphs. The
respective host performance graphs will be drawn including information for load, memory, storage, and
network statistics.

Host Graphs

Titne Period Last 30 days e

Host: a drop-down box listing the available Service Probes that have been configured

Time Period: the button to generate the respective probe graph

Sample Host Graph

M1 rninute l0ad average
M 5 minute Ioad average
0.g M 15 rninute load average

0.6

04

0.z

on

Feb 12 Feb 15 Feb 16 Feb 21 Feb 24 Feb 27 Mar 2 Mar 5 Mar & Mar 11

‘HMMMMMMMM

Feb 12 Feb 15 Feb 18 Feb 21 Feb 24 Feb 27 Mar 2 Mar 5 Mar & Mar 11

Reset zoom
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Probe Graphs

;'-Hu:ust Craphs MY Frobe Graphs

Select Probe | 55l - wersiera.com

Select Probe: a drop-down box listing the available Service Probes that have been configured

Show Graphs: the button to generate the respective probe graph

Sample Probe Graph

M Elapsed Time
E000 ris
4000 s
2000 ms
2000 ms
1000 s
0 ris

Mar 3 200 Mar 3 Mar 10 Mar 10 Mar 10 Mar 11 Mar 11 Mar 11 Mar 12

TE:00 000 .00 TE:00 000 a:00 T1E:00 0:00

TN P YT ‘l“i‘-‘ L “l-l‘*-humnﬂl“ TTON RPN S

Mar 3 200 Mar 3 Mar 10 Mar 10 Mar 10 Mar 11 Mar 11 Mar 11 Mar 12
1600 0:00 00 16:00 0:00 £:00 1600 0:00
Reset zoom

Note - Using the mouse to select an area from either of the graphs the user can zoom-in to values for a
particular time interval.
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Monitoring

Monitoring is used for real-time processing of data received from Versiera agents installed on the hosts or
data obtained by monitoring probes. Templates are used to group one or more monitoring rules and to
apply them to managed hosts or to probes monitoring application services. When one or more rules are
matched, the monitoring system generates notification alerts to communicate operational levels and any
degradation of services to operational staff.

Summary Tab

The “Summary” tab provides brief details on the number of alerts, templates and respective probes.

m Qpen Alerts || Closed Alerts || History | Host Templates || Probe Templates

Host Alerts
4 active alerts:

® dopen alerts
® 0 acknowledged alerts

23 closed alerts

Host Templates

7 ternplates with atotal of 11 probes
Probe Alerts

0 active alerts:

® 0open alerts
# [ acknowledged alerts

0 clased alerts
Probe Templates

0 ternplates with a total of O probes
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Monitoring Host Probes

Connections: rules for establishing the degraded and critical levels for the number of connections to a
given server communication port (i.e. 22, 80, 443, 445, 3389, etc.). This enables the ability to trigger
notification alerts and audit for load and remote administration. As an example, monitoring of one or more
SSH or RDP connections or approaching a maximum connection load to a database.

Disk Space: rules for establishing the degraded and critical levels of available disk space remaining for
storage of data.

Host Check-in: rules for establishing the degraded and critical time interval in seconds for a host that has
not checked-in to Versiera Management Console. Monitoring in Versiera is passive and this rule enables
alerting when Versiera Management Console has not received communications from the agent for a period
of time.

Host Up: rules for establishing the degraded and critical time interval in seconds for the number of seconds
a host has been up and running. The rule is useful to alert administrators when a host has recently restarted.

Load Average: rules for establishing the degraded and critical levels for the host processing load

Memory Free: rules for establishing the degraded and critical levels for the amount of available physical
memory of a host.

Memory Usage: rules for establishing the degraded and critical levels for the amount of used physical
memory of a host.

Process: rules for establishing the degraded and critical levels for whether processes are running or absent
on hosts.

Process Count: rules for establishing the degraded and critical levels for the number of process instances
on hosts. For example, monitoring the number of Apache web server processes.

Time Sync: rules for establishing the degraded and critical levels for the time interval in seconds the time
(host’s clock) on a host may be out of synchronization with the Versiera Management Console.

Uptime: rules for establishing the degraded and critical levels for the length of time a host has been
operational. For example, to alert administrators when a host has restarted and has a low uptime.

VM Usage: rules for establishing the degraded and critical levels for the amount of virtual memory used by
a host.

Monitoring Service Probes

Elapsed Time: rules for establishing the degraded and critical time in milliseconds for a given service
probe to complete
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Open Alerts Tab

The entries in this table are automatically generated by the monitoring probes checking state information as
it is received from host agents against probe rule sets. The Open Alerts table data provides the following
information about issues that occurred during monitoring period:

Closed Alerts | [ History | Host Templates |/ Probe Templates

Rows per page: 10 | 25 | 50 | 100  Download table as: CSV (this page) | C5V (all pages)

(D] Template Host Component Problem State  State Condition Modified Created ¥ Action Notification Ticket

Probe Worst
e Condition

Froduction | Time | e Time Syne offser | eorageq | ZD1D-D5-20 | 2010-04-13
servers sync buildsre -77 secands B d 09:39.00 14:47:28

44 Page 1 of 1 (1 rows) b |

[(Acknowledge ] Contact |Helpdesk |+ | [Subscribe |

o 9] [carmims 9 | \

Open Probe Alerts

Rows per page: 10 | 25 | 50 | 100 Download table as: CSV (this page) | C5¥ (all pages)

‘ID Template Probe Component Problem State State Condition Worst Condition Modified Created ¥ Probe Rule Type Action Notification Ticket

Mo data to display

|44 Page 1 071 (0 rows) p
[ +| [centains v | |

ID — the alert identifier assigned by the system

Template — the name of the template which contains the probe and associated rules
Probe Type — the type of probe which signaled the alert

Host — the name of the host associated with the open alert

Component — the components are associated with certain probe types such as Disk Space and
represent specific storage drive paths or mount points

Problem State — the details of the probe value which triggered the alert and its current value
State — the state of the alert as either Open, Acknowledged or Closed

Condition — the current state of the monitoring probe as one of Normal, Warning or Critical
Worst Condition — the worst monitoring probe condition as one of Warning or Critical
Modified — the date/time the open alert was last modified

Created — the date/time the open alert was created in the system

Action — the buttons for Acknowledging and Closing the alert

Notification — the button allowing either the subscription or unsubscription of email notifications
for the open alert. The Subscription rules, found in the Administrative Settings, may automatically
enroll the Versiera ID associated email address for receipt of host open alert notifications.
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Ticket — the button for creating a ticket based on the open alert details for the purpose of
documenting the problem and/or its resolution.
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Closed Alerts Tab

A table row associated with an open alert that is acknowledged and subsequently closed. The table row is
subsequently moved to the Closed Alerts table and is automatically removed from that section after a 5
minute window. The open alerts table data provides the following information about host and service probe
monitoring issues:

sumrmary | Open Alerts | (RTINS  History | Host Ternplates | Probe Templates

Rows per page: 10 | 25 | 50 | 100 Download table as: CSV (this page) | CS¥ fall pages)

D Template ';[::: Host  Component Problem State State  Condition c::“.”’ifi‘nn Expiry Date Modified Created ~
73 ::zt;;gma'“““ame Connections| vrsclilnz Connections: 2 closed  critical critical ?gwnnl-g?-ug WZEWEDE'S?'DQ fg'ﬁi’?:'”g
71 :zz’lgma'"tg"a"“ Connections vrsclilnz Connections: 2 closed  critical critical fg;’g;'ﬂg WZEWEE'S'E;'DQ fg'ﬁi’g;'”g
59 :zz’lgma'"tg"“"“ Connections| vrsclilnz Connections: 2 closed  critical critical fgg’g;’ﬂg 1221;'2’3;’”9 ?2_‘;’2;’”9
58 :zz’lgma'"tg"“"“ Connections vrsclilnz Connections: 2 closed  critical critical fggﬂs’g;’ﬂg ?2&’3;’”9 ?2_‘;3;’”9
g6 FTIATEIENNC connections | wrsclion Connections: 2 closed critical critical e o P e
64 :zt;lg MIAMENANCE ¢ opnections wrsclinz Connections: 2 closed critical critical ?glaus—?;—us 12213007?;709 122];—2;4—09
&1 ::zt;zgmamtenan:e Connections wrsclion2 Connections: 2 closed critical critical ?21502722709 122?7—2;—09 122.140472;709
20 rrultiple hosts E’UUUE::S wrsclionz ‘hiuumberurmstam:es efprocess B’ ced normal critical ?21403—23—09 1221209733718 12;];—35—03
18 testremplate 2 E’UUUE::S wrsclionz Tin";r:;f:su;msm"“s ofprocess closed normal critical ?g;us—gg—us 122140273;{” 123.140473?703
4 Page 1 of 1 (@ rows) b
o | [contains v | |

Rows per page: 10 | 25 | 50 | 100 Download table as: CSY (this page) | CSY (all pages)

‘m Template Probe Component Problem State State Condition Worst Condition Expiry Date Modified Created ¥ Probe Rule Type

Mo dara to display

4 Page 107 1 (0 rows) p
o v | [contains v | |

ID — the alert identifier assigned by the system

Template — the template which contains the probe and associated rules
Probe Type — the type of probe which signaled the alert

Host — the name of the host associated with the open alert

Component — the components are associated with certain probe types such as Disk Space and
represent specific storage drives or mount points

Problem State — the details of the probe value triggering the alert and its present state
State - the state of the alert as either Open, Acknowledged or Closed
Condition — the current state of the monitoring probe as one of Normal, Warning or Critical

Worst Condition — the worst monitoring probe condition as one of Warning or Critical
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Expiry Date — the date/time when the closed alert will be removed from the table
Modified — the date/time the open alert was last modified

Created — the date/time the open alert was created in the system
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History Tab

The alert history table data provides the following information about host alerts:

| summary ||

Open Alerts ||

Closed Alerts

Host Ternplates

| Probe Ternplates

Rows per page: 10 | 25 | 50 | 100  Download table as: C5V (this page) | C5V {all pages)

Stamp ¥ Actor AlertID Action Details Template Probe Type Host Component Problem State
2010-05-20 12:04:57 none 290 open critical Production servers  Time Sync Archlinux-2009-2 Time Sync Offset: -5323 seconds
2010-05-20 12:0456 none 259 open critical Process count - csh Process Count freebsd80-i386.bdc.int Murmber of instances of process "csh”is 5
Z010-05-20 120450 default 953 close Production servers  Time Sync ArchLinux-2009-2
2010-05-20 12:04:48 default 285 close Process count - csh Process Count freebsd@0-i386.bdcint
2010-05-20 12:04:46  default 285 ack Process count - csh Process Count freebsdB0-i386.bdcint
2010-05-20 12:04:44  default 286 close Pracess count - csh Process Count freebsdB0-amded.bdc.int
2010-05-2012:04:43  default 286 ack Process count - csh Process Count freebsdB0-amded.bdc.int
2010-05-2012:04:36 default 963 ack Production servers  Time Sync ArchLlinuxz-2009-2
2010-05-19 15:16:24 none 886 change normal Process count - csh |Process Count| freebsdS0-amdod.bdc.int Murnber of instances of process “csh”is |
2010-05-191%:13:03 none 256 change degraded Process count-csh Process Count freebsdS0-amdod.bdoint Murnber of instances of process “csh”is 2
2010-05-1418:03:39 none ags change  critical Process count - csh |Process Count) freebsd30-i386.bdc.int Murnber of instances of process “csh”is &
2010-05-14 130704 none ags change nhormal Process count - csh Process Count freebsd30-i386.bdc.int Murnber of instances of process “csh”is 0
2010-05-1413:03:20 none a86 change haormal Process count - csh |Process Count| freehsdS0-amdeéd.bdc.int Murnber of instances of process “csh”is 0
2010-04-22 09:43:27 none a87 change haormal Production servers  Time Sync wrt-buildsry Tirne Sync Offset: 0 seconds

M qPage 1 of 1 {1drows) b
starm 3] [conmams 3 | \

Probe History

Fows per page: 10 | 25 | 50 | 100 Download table as: CSY ithis page) | CSY {all pages)

‘Stamp ~ Actor AlertID Action Details Template Probe Probe Rule Type Component Problem State

Mo data to display

M4 Page 1 of 1 (0rows) b

Stamp

v‘ |cﬂntains

I |

|

Stamp — the date/time of a particular entry

Actor — the Versiera ID, if any, associated with the alert action or event

Alert ID — the alert identifier assigned by the system

Action — the action by Versiera or a user (Open, Change, Acknowledge, Close, Expire)

Details — the alert level (normal, degraded, critical)

Template — the name of the template which contains the probe and associated rules

Probe Type — the type of probe which signaled the alert

Host — the name of the host associated with the open alert

Component — the components are associated with certain probe types such as Storage and
represent specific storage drives or mount points

Problem State — the details of the probe value triggering the alert and its present state
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Host Templates Tab

! Summary | Dpen Alerts | Closed Alerts || History |

e =R | Probe Termplates |

Templates

Fows per page: 10 | 25 | 50 | 100

Download table as: C53W (this page) | C5W {all pages)

Mame = Description Hosts Schedule Edit Delete Test Browse Notification
Connections - FTP Public access 3 naneg [E] @ [z] @ Contact| Helpdesk v| [ Subscribe ]
Cannectiahs - RDP Administrator access 93 nane E] [Z] E] E Contact| Helpdesk v| [ Subscribe ]
Connections - S5H Administrator access | 0 none [;] @ E] @ Contact| Helpdesk v| [ Subscribe ]
Process count - Apache Production template 1 none E] @ E] @ Contact| Helpdesk v| [ Subseribe ]
Process count - csh Development 15 none @ @ [z] @ Contact| Helpdesk V| [ Subseribe ]
Production servers Perfarmance template 3 nang @ [E] [E] @ Contact| Helpdesk V| [Subseribe |
Time synchranization Enterprise termplate 20 naneg E] @ @ @ Contact| Helpdesk V| [Subseribe |

Id 4 Fage 1 of 1.7 rows) b pf
|Name V| |c0ntains V| | |

The Templates Tab provides the facility for creating or editing monitoring template models:

Name — name assigned to a particular template

Description — template description or its intended purpose

Hosts — the number of hosts that are monitored with the use of a given template

Schedule — (option) any monitoring schedule; if none is assigned then the template is always used

Edit — the button for editing existing templates

Delete — the button for removal of a monitoring template

Test — the button for performing a test of a template against particular hosts

Browse — the button for viewing the status of a particular template using existing host data

Notification — (optional) the button to subscribe a recipient to whom subscription notifications are

sent
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Create New Template Form

( ew Template

o]

Description

Schedule
I (o

Name — the name to be assigned to the template
Description — information or details about the template or its purpose

Schedule — an optional schedule to be used with the template. In the absence of a schedule “--
None--“, the template will be used all the time
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Template Properties Form

Public access

Description

Available Selected
@AII %J i CentD5-52
& bing q 9 freepsp-z.1
L FreeB5Dr i MetB5D-40
QSolaris )

I

Name — the name assigned to the template
Description — information or details about the template or its purpose
Hosts — any hosts or host groups that have been selected for monitoring with the template

Schedule — an optional schedule to be used with the template. In the absence of a schedule “--
None--“, the template will be used all the time

Template Notification Form

Template Motification

Cantact |Default E-rmail _vl [ Subscribe J

Contact — drop-down box to select a Contact for email notification subscription

Subscribe — the button to activate the subscription
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Template Probes Form

Template Probes

Type Probe Commit Delete

Caonnections Port Connections: Degraded Lirmit l:l Critical Lirnit E]

.
—

Type — one or more probe types assigned to the template

Probe — probes that have been created and assigned to the template. Each probe may have
respective values that need to be entered and committed.

Commit — button to apply the entered values to the respective probe
Delete — button to delete the particular probe form the template
Probe Type — adding one or more probe type to a template

Create Probe — button to add the selected probe and its associated values to the monitoring
template.
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Ticketing

Ticketing is used for creating and managing workflow of operational tickets, problem resolution and
documentation of host systems. Tickets are manually generated or created from a queue of monitoring
alerts that automatically fill-in ticket fields with the alert information.

Overview Tab
The Overview tab provides brief detail statistics showing the number of open and resolved tickets.

[“Mty Tickets | All Tickets || Mew Ticket || Ticket Events |

2 tickets:

® | opentickets {0 unassigned)
® | resolved tickets

Sample Ticket

default
2010-02-2511:0002
2010-02-2511:00102

default

assigned

Subjects ','j Window s

cription Contact; |Default E-rmail vl [ Subscribe To Ticket ]

Latest security hotfiz from Microsoft

History

Thu, Feb 25, 2010

FEod am Ticker opered Ay oefauit
F 08 gy Host group, Windows added ar rubject by default
S0 am Hicket assigned to default by defaut
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My Tickets Tab

The My Tickets table data provides details for the tickets assigned to the currently signed-on Versiera ID
and include the following information:

Cverview |

All Tickets Mew Ticket || Ticket Ewents

Rows per page: 10 | 25 | 50 | 100  Download table as: C5V (this page) | C5V (all pages)

Ticket I Creator Summary Priority Owner Status - Resolution Modified Created Edit Notification

| default | Problem is with time trivial | default  resoived | fixed 2010-06-25 1456:31 2009-06-08 12:28:07 [E] | Cormact | Hetpdesk v | [Subserive ]

4 Page 1 of 1 (0 rowsy b

TicketID

v| ‘contains v| ‘ |

Ticket ID — ticket identification number. Each new ticket may not have a sequential numeric
value from the previous

Creator — the Versiera ID that generated the particular ticket

Summary — a brief description of the ticket subject matter

Priority — priority assigned to the ticket (Critical, Major, Minor, Trivial)

Owner — the Versiera ID to whom the ticket has been assigned

Status — the current ticket status; assigned or resolved

Resolution — the ticket resolution state (Fixed, Invalid, Will Not Fix, and Not Found)
Modified — the date/time the ticket was last updated

Created — the date/time the ticket was created

Edit — button allowing the review and update of respective tickets

Notification — drop-down box to select contact for email notifications when subscribed to ticket
updates
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All Tickets Tab

The All Tickets table data provides details for all tickets and their respective Versiera IDs (creator/owner):

Owerview |

My Tickets | | Wew Ticket || Ticket Ewvents |

Rows perpage: 10 | 25 | 50 | 100 Download table as: CSV (this page) | TSV (all pages)

Ticker
D

~

w

S

Creator Summary Priority Owner Status « Resolution Modified Created Edit Notification
) ) 2010-06-26 2010-02-25
default | |wanted to see that critical | |security assigned o551 Tlone 8] Unsubscribe
default critcal | none | open RO PR Bl contct[mepan v
15:59:45 1052:47

Alert 965, Connections (Template Connections - 2010-04-02 2010-04-02
defaul el none | open e3a23 63423 Bl contact|Helpdesk
default  Problem is with time wivial  default | resolved | fixed ?31506’2?’25 fguzss—g:—us [E  conmact|Hetpgesk v

4 Paae 1 or 1 (drowsy p ]

Ticket ID

v [contains v | |

ID — ticket identification number, each new ticket may not have a sequential numeric value from
the previous

Creator — the Versiera ID that generated the particular ticket

Summary — a brief description of the ticket subject matter

Priority — priority assigned to the ticket (Critical, Major, Minor, Trivial)

Owner — the Versiera ID to whom the ticket has been assigned

Status — the current ticket status; assigned or resolved

Resolution — the ticket resolution is one of; Fixed, Invalid, Will Not Fix, and Not Found
Modified — the date/time the ticket was last updated

Created — the date/time the ticket was created

Edit — button allowing the review and update of respective tickets

Notification — drop-down box to select contact for email notifications when subscribed to ticket
updates
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New Ticket Form

.r Creeruien | I" by Tickets | .rA Il Tickets | EETRAE A I" Ticket Events |

Descriptian

Priority critical w

Available Selected
@ i &
Suhbjects 5 bind =
gFreeBSD
QSolaris w

—  [==

Summary — brief title or summary for ticket

Description — additional information and details of issue to be addressed
Priority — priority assigned to the ticket (Critical, Major, Minor, Trivial)
Assigned To — the Versiera ID assigned the task of working on the ticket

Subjects— one or more host systems (including groups and All Hosts group) can be associated
with a given ticket.

Note — once a ticket is created, to receive emails concerning ticket status updates, editing the ticket and
enable Subscription to the ticket.
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Update Ticket Form

Update

Content

Available Selected
~
@AII 'TJ 2P Windows
4 bind 3
~4F FreeBSD
<3 solaris ]

@ Leave unchanged

0 Eeassign to:
Status Change
0 Fesolve ticket:

Summary — make changes to the ticket summary

Content — information to be entered detailing ticket resolution procedure, updates, status, and

other relevant information

Subjects— add or remove hosts and groups to the ticket.

Status Change — update ticket information, reassign to other operators and update ticket status
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Ticket Events Tab

The Ticket Events tab provides the following information;

[ Oneerview | My Tickets | All Tickets || Mew Ticket |
Ticket Events

Rows per page: 10 | 25 | 50 | 100 Download table as: C5W ithis page) | C5W (all pages)

Ticket ID Date ¥ Actor Action Details
1 2010-02-2511:01:10 default resalwve fixed

2 2010-02-2511:00:12 default assigh default
z 2010-02-2511:00:12 default addsubject

2 2010-02-2511:00:12 default open

1 2009-06-08 12:28:07 default assign default
1 2009-06-08 12:28:07 default open

I 4 Page 1 of 1 (6 rows) b

|TicketID V| |contains V| | | [ Filter ]

Ticket ID — ticket identification number

Date — the date of the respective ticket event

Actor — the Versiera ID associated with the ticket event
Action — the change in the ticket

Details — any additional information associated with the ticket event
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Compliance

The Compliance section enables administrators to generate a template, based on one or more rule sets,
which describe or model a corporate configuration standard for host systems. The templates can then be
applied to one or more hosts and the tracking of deviations from the corporate standards.

Templates Tab

A Compliance Template represents one or more rule sets that model a configuration standard for an
enterprise. One such rule set may represent a corporate standard for installed software. Once one or more
rule sets have been generated, they can then be applied to a template to represent a corporate standard for
workstations or servers. A template must be applied to one or more computers in order to generate reports
that show deviations from the corporate standards.

[ Rulesets |/ Reports |

Fows per page: 10 | 25 | 50 | 100 Download table as: C5Y (this page) | C3V (all pages)

Mame = Description Hosts Edit Delete Report

Compliance Eeport Management Beview 17 E] @

M 4 Page 1 0f 1 {1 rowsy b o

Marre vl |c0ntains vl | | [ Filter ]

mplate

Marme |

[
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Templa ;"RL',lIe'séts.\‘;"Rép'orfs\‘

Editing Ternplate: Compliance Report

iera

Compliance Report

Management Review

Available

@AII

~3F bind
- 4P FreeBSD

- 3F Solaris

Selected

2R Windows

Available

Selected

Euild-025

Fows per page: 10 | 25 | 50 | 100

Download table as: C2VW(this page) | C3W (all pages)

Date ¥
2010-02-25 14:12:30
2010-02-25 141051
z2010-02-25 140817

Deficiencies

14
139
35

Hosts Wiew Delete
18 =
16 3]
18 =

Id 4 Page 1 0f 1 {3 rows) pp pf

| Drate lYJ| | contains

l‘fa| |

| (rirter

Cenerate Report
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Rulesets Tab

The process of generating rules to model/describe corporate standards can be made easier by modeling a set
of given properties of an existing host already registered with Versiera. By selecting a compliance class and
a registered host, Versiera will generate a set of rules that may be edited as required to publish a rule set.

Compliance Classes include:

ADM: ability to model service programs, their listening ports/addresses and users
Agent: ability to model Versiera agent properties

Connections: ability to model host communications with other hosts

Groups: ability to model host user groups

Host: ability to model host hardware, operating system and firmware details
Software: ability to model installed software

Users: ability to model host account details

Maodel | -- None --

[Templates | RSN [ Reports |
Eulesets

Eows per page; 10 | 25 | 50 | 100 Download table as; C54 {this page) | C5% (all pages)

Name = Description Class Edit Delete

Build-025  Deskrop standard  Software @ @

4 Page 1 of T (1 rows) b

Mame V| |c0ntains Vl | | [ Filter ]
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[ Reports |

Desktop standard

I

Required Priority Apply To Name

Yersion

Commit Delete

| medium l\g| | ane l\gl | == l\{;HMDziIIa Firefox (3.[| | ==

~||3.0.15 (en-us)

|
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Reports Tab

The compliance reports are generated on demand and show deviations from corporate standards.

| Termnplates || Rulesets

Eows per page: 10 | 25 | 50 | 100  Download table as: C5V (this page) | C5W {all pages)

Date Template Deficiencies Hosts WYiew Delete Ticket
2010-02-25 14:12:30 Compliance Report 16 15 = | =
2010-02-25 14:10:51 Compliance Report 19 16 = | X
Z010-02-25 14:06:17 Compliance Report a5 16 = | X

M qPagelofl (3rows) b

Date vl |cu:|ntains v| | | [ Filter ]

| Templates || Rulesets |

Report for Template Compliance Report created 2010-02-25 14:12:30

Rows per page: 10 | 25 | 50 | 100 Download table as: C5W (this page) | S5V {all pages)

Host & Template Match Rule Ruleset Rule Type Deficiency Details Ticket
alex-wrshuilddl Compliance Report ane name=Mozilla Firefox (3.0.15),version=3.0.15 {en-US) Build-025 Software no match
bdc01skv0s Compliance Report |one natne=Mozilla Firefox (3.0.15),version=3.0.15 {en-U3) Build-025 Software no tmatch
BEDCS070842166 | Compliance Eeport |one name=Muozilla Firefox (3.0.15),version=3.0.15 {en-U3) Build-0Z5 Software no match
buildbox-wrmaijd  Compliance Report one name=Mozilla Firefox (3.0.15),version=3.0.15 {en-US) Build-025 Software no match
this-4b2297dd 11 Compliance Beport |one natne=Mozilla Firefox (3.0.15),version=3.0.15 {en-U3} Build-025 Software no rmatch

this-cfSd180ca2 | Compliance Report) one name=Mozilla Firefox (3.0.15),version=3.0.15 {en-US) Build-025 Software no match

Wista-2007 Compliance Report |one natne=Mozilla Firefox (3.0.15),version=3.0.15 {en-U3) Build-025 Software no mmatch
Wista-5P1 Cormpliance Repart one narme=Mozilla Firefox (3.0.15),version=3.0.15 {en-US) Build-025 Software no match
Wista_SP1 Compliance Repart |one name=ozilla Firefox (3.0.15),version=3.0.15 {en-U5) Build-025 Software no match
wZk-aug-2007 Compliance Report |one name=Mozilla Firefox (3.0.15),version=3.0.15 {en-US} Build-025 Software no match

4 4 Page I:I of 2 {16 rows) b

Host v| |cnntains v| | | [ Filter ]
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Documents

The Documents section enables administrators to generate a formal library of documents to describe their

technology infrastructure. The documents can be generated in various formats to accommodate
documentation requirements. In addition tools are included to document digital assets such as domain
records.

Create New Document Template Form

Descriptian

Document Type | Infrastructure Document %
COutput Farmat HTHhL %

— [&=5

Name - the name of the document describing what hosts it will reference
Description - the description of the document

Document Type - the type of information the document will contain referencing the hosts
(Infrastructure Document, Workload Document)

Output Format - the format of the document (PDF, RTF, HTML)
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Document Generator

The Document Generator tab enables Administrators to create formal documents that describe their
technology, configuration and used operations. The following document types are generated:

Fows per page: 10 | 25 | 50 | 100  Download table as: C5V this page) | C5V {all pages)

MName = Description Hosts Document Type Qutput Format Edit Delete Report
Desktops Standard build 15 Infrastructure Document  HTML E] @
Enterprize Systems Documentinfrastructure 917 Infrastructure Document  PDF E] @
Mail servers Performance document | & Workload Document RTF E] @

M 4 Page 1 of 1 {3rows) b

Marne v| |c0ntains v| | | [ Filter ]

Name — the name of the document
Description — the user entered description of the documentation template
Hosts — the number of hosts to be include in the document

Document Type — — the type of the document selected from the library of available formal
documents and related information

Output Format — the format the document will be generated in
Edit — the button to update of a particular template
Delete — the button to remove of a particular template

Report- the button to generate a document from a template and download to the browser
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Domain Records

The Domain Records tab lets administrators to manually keep records of domain name virtual asset
information, their expiration dates and the associated registrars. The intention is to help administrators in
documenting their digital assets and their records keeping.

Create Domain Registration Entry Form

I e Daomai ration Entry

Diarmain Matme

[Feb | |5 »| [zo1o w12 %] 00 %]

Registrar

I e

Domain Name — the fully qualified domain name
Expiration Date — the expiration date of the domain

Registrar — the name of the registrar with whom the domain is registered
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[ Docurnent Generatar | SR gET RS

Rows per page: 10 | 25 | 50 | 100  Download table as: C5V {this page) | C5V {all pages)

Domain Name Expiration Date Eeqgistrar Edit Delete
wersiera.org 2009-06-01 09:02:00 registrar.arg @ @
versiera.ca 2009-11-10 19:00:00 | CIRA B &
I 4 Page 1 of 1 (2 rowsy b W
Darmain Marme Vl |cu:untains Vl | | [ Filter l

Domain Name — the fully qualified domain name

Expiration Date — the expiration date of the domain

Registrar — the name of the registrar with whom the domain is registered
Edit — the button to update of a particular entry

Delete — the button to remove of a particular entry
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Dashboards

The Dashboard provides a set of visual aids for reviewing summary information relating to managed hosts.
Versiera refers to these visual aids as gadgets, and presents each in a pseudo window. To view a large
number of gadgets at once, it is suggested to use a large wide-screen display. The Dashboard screen
periodically refreshes and conveniently does not timeout on user inactivity so that periodic sign-on is not
required when the Dashboard is open.

Dashboard Manager

A Dashboard Manager gadget is used to add, identify and remove available gadgets on the Dashboard.

[ashboard Manager

Type Show Delete
Metwark, List @
Bird's Eve Wiew @
Host Perfarmance E]
Alert Stats E]
Ticket5tats E]

Gad

Tvpf“ [ alert stats v| [(aad |

Alerts Stats Gadget

The gadget provides a statistics summary table of the alerts and alert management activity by operators.

Alert Stats

Alert Stats
Active
Open Acked Closed
1 2 3

Recent Activity (max 10 entries)

Mo activity
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Host Performance Gadget

The gadget provides basic host performance metrics including host CPU load, physical and virtual memory
utilization. A control in the gadget title allows the selection of the particular host for which performance
information should be displayed in the gadget window. Multiple Host Performance gadget windows may be
displayed, each in its own window. The Dashboard Manager provides a Show checkbox that will
hide/display a particular Host Performance windows when more than one are in use.

Host Performance

nc2l4d
cPu Load [ 0.22 7 1.00
Phys Mern [N o0/ 245 ME
virt Mern i 179 { 3048 MB

Bird’s Eye View Gadget

The gadget provides a status view of selected host groups, by displaying the operating system icon for each
host in a grid pattern with a different color background to illustrate the state of each as either up (green) or

down (red). A control in the gadget title allows the selection of the host group to be displayed and the size

of the host icons. Moving the mouse over each icon provides the hostname and IP address of the respective
host.

Bird's Ey

a[a]a]a]a]
alalalalofo
ﬂﬂﬂﬂ
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Network List Gadget

The gadget lists all networks where a registered host has an assigned IP address. In the Host column of the
table, a host is deemed to be on a network if one of its interfaces has a respective IP address. Therefore the
number of hosts in the table is if fact the number of network interfaces and may not match the total number

of physical hosts if one or more hosts are multi-homed. Additionally the table shows the total number of

hosts that are up or down and the number of hosts up less than one day (recent reboot) and those down for

longer than one day.

Metwoaork List

Ho=sts Up Hosts Down

Metwork Hosts Total < 1 day Total > 1 day
10.226.3.0/24 = = 0 0 0
12700075 z 5 0 2 Z
1721620000124 z 0 0 Z Z

Ticket Stats Gadget

The gadget provides a summary statistics table for Ticketing.

Ticket Stats

Open Opened Resolved Today
Total Unassigned Mine Others Today Total Mine Others
1 0 1 1] 1 1 1 0
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Service Probes

Service probes are used to monitor application services hosted and virtual assets such as digital certificates
on your hosts. Service probes comprise a set of methods and protocols for active monitoring of your host
application services from Versiera. With active monitoring the probe traffic originates from Versiera
servers as opposed to Versiera passive host monitoring which accepts data from Versiera host agents and
compares the data against monitoring rules you have configured for your hosts (traffic originates from your
hosts.

All Probes

The All Probes tab provides a summary of the service probes that have been configured, their type and
when they were last tested.

Wersiera x> Service Probes

| HTTP |/ HTTFS |/ Fing | [ SMTF 1/ S50} [ SMMP | [ DHCF )

Rows per page: 10 | 25 | 50 | 100  Download table as: C5Y {this page) | C5% (all pages)

Host {for Alerts) Type Description Last Tested Delete
norne snmp 10.226.3.16--.1.53.6.1.2.1.1.3.0 2010-09-02 16:11:58 E]
nore snmp 10.226.3.16--.1.56.1.2.1.1.3.0 2010-09-02 16:11:58 [E]
none shmp 172.2050021--1.3.6.1.2.1.1.3.0 2010-09-02 16:11:58 E]
none snmp 172.2002.15--.1.53.6.1.2.1.1.6.0 2010-09-02 16:11:58 E]
nore shmp 172.2050.21--.1.36.1.2.1.1.6.0 2010-09-02 16:11:58 [E]
none https  gmmail.com 2010-09-02 16:12:33 E]
none hittps  www scotiaonline.scotiabank.corm 2010-09-02 16:12;53 E]
nane https  yahoo.com 2010-09-02 16:12:33 [E]
none https | laginsahoo.com 2010-09-02 16:12:33 E]
none hitps  wew verisign.com 2010-09-02 16:12:33 E]
M 4 Page l:l of 4 (34 rows) b M
|Host ifor Alerts) vl |c0ntains vl | | [ Filter ]
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DNS

Domain Name Service (port 53/udp, 53/tcp) probes are used to actively monitor domain name records.
Optionally a specific DNS server may be specified for queries In order to configure an active probe the
following information must be provided:

j§ Cnis HTTF | [ HTTF= Ping |/ SMTP | [ 35L |/ SMMP | DHCP

Rows per page: 10 | 25 | 50 | 100 Download table as: C5V (this page) | C5V (all pages)

Last
RR Name _FR DRS DNS Results Last Elapsea || D25t L3ST i Eait Delete
Type  Server Stamp Result  Error
{ms}
2010-03-
msh.com A 4221 6555206203 07161233 35 0 = B8 =
2010-09-
versieracom A 4721 699021891 oA 880 0 = B3
google.com A 4221  P4.125.95147,74.125.95.99,74.125.95.108,74.125.95.104,74,1 25.95.105,74.1 25.95.1 06 52'106’_?2’33 28 o B @

4 Page 1 of 1 (3 rows) jp b

RR MName

9 [conmans ] | |

Create

New DNS Probe Form

| |
|

-- Mone -- b |

[

RR Name — the DNS resource record name to be tested, example www.google.com
RR Type — the drop-down box to select the type of DNS resource record to be returned
A — network IP address record
PTR — pointer to a canonical name, used in reverse DNS lookups
CNAME - canonical name for one alias host name to another
NS — authoritative name server record(s)
MX — mail exchanger server records(s)

TXT — text string

DNS Server — (optional) the fully qualified domain name (FQDN) or network IP Address of the

DNS server to be queried, otherwise Versiera probes use a preconfigured DNS server.

Host (for Alerts) — (optional) if the host address to be monitored is a host already registered with

Versiera, then any service probe alerts for the probe will be associated with the registered host
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HTTP

Hypertext Transfer Protocol (port 80/tcp) probes are used to actively monitor communication with web
servers you specify in the probe configuration. In order to configure an active HTTP probe the following
information must be provided:

(Al Probes | Ons ) ERRGM (HTTRS | Fing | [ SMTP |/ SS5L | SMMP |/ DHCF |
HTTP Probes

Rows per page: 10 | 25 | 50 | 100 Download table as: CSY (this page) | €54 (all pages)

Hostname :::‘Tt Content Type i::;i:t Last Stamp L“t('ErllZ;lsm RI;assutlt EL:SI:' View Edit Delete
http:{ fyahao.cam 200 text/htmlcharset=ut-& 137386 ?gwwus-g?-uz 771 [ B B8 ®
http:{ {cavahoo.com 200 textihtmlcharset=ut-& 137345 fg?s'gg'oz 603 ] B B X
nttp: /g agle com 200 iextfhtml, charset=I50-G659- 10527 Tgwwna—wng—nz a3 R oI
hittp: { {thedailywh at/index 200 textfhtml; charset=UTF-8 75709 f?&'?;'ﬂz 423 ] B B ®
b f fgoogle.com findex b 200 ‘f"“mm'; charset=I50-G853- 10751 fgwwoa-wog-oz 205 o BB ®
hittp: § fwww slashdot.org 200 ‘f"‘”’"m"' ChansEtlecas s Sog 112674 fgﬁ;?g’oz 599 o B B ®

A4 Paae of 1 (&raws) p b

‘Hosmame v| ‘con(ains v| ‘ |

Create New HTTP Probe Form

-- Mone --

H ar Aler
[

URL -the uniform resource locator (URL) for the web server and /or web server page to be
monitored, example http://www.wikipedia.com

Host (for Alerts) — (optional) if a host address to be monitored is already registered with Versiera,
then any service probe alerts for the probe will be associated with the registered host
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HTTPS

Hypertext Transfer Protocol Secure (port 443/tcp) probes are used to actively monitor communication with
web servers you specify in the probe configuration. In order to configure an active HTTPS probe the
following information must be provided:

[ AllProbes | DNS | HTTP | (ERREGIN [ Ping |/ SMTR | 550 ) [ SNMP | DHCR

Rows per page: 10 | 25 | 50 | 100  Download table as: C5V {this page) | C5V (all pages)

HTTPS Content Last Elapsed Last Last - .
Hosti Content Ty Last 5t Vi Edit Delets
osthame Result (R Lt Length as e {ms) Result Error tew ! elete
yahoo.com 301 rext/hml; charser=ut-& 343 ?g.lzow—.gg-au a043 o B B ®
text/html; charset=iso- 2010-08-30
W YErISIgN.comm 3m 8859-1 1540 182300 21498 a B @ E
wewy linkedin.com fsecurefloging 2010-08-30
200 text{html;ch; t=UTF-& 11255 20971 a
trk=hb_signin extihtmlcharse 18:14:51 BB =
text/html; charset=150- 2010-08-30
vy, google.com 200 St 11716 o es 18447 o BB ®
M4 Page 1 af 1 (drows) p
Hastname 3] [commains 3 | |

Create New HTTPS Probe Form

URL —the uniform resource locator (URL) for the web server and /or web server page to be
monitored, example https://www.google.com

Host (for Alerts) — (optional) if a host address to be monitored is already registered with Versiera,
then any service probe alerts for the probe will be associated with the registered host
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PING

Ping probes (ICMP echo request/reply) are used to actively monitor communication to hosts or devices
responding to PING. In order to configure an active probe the following information must be provided:

[ AllProbes | DMS | HTTP | HTTFS [SMTP |/ 550 ) [ SMMP | [ DHCP |
Fing Prabes

Fows per page: 10 | 25 | 50 | 100  Download table as: C5VW (this page) | ©3V {all pages)

Address Last Stamp Last Elapsed {ms) Last Result Last Error View Edit Delete
google.com  2010-09-02 16:17:06 1 o = B =

I 4 Page 1 of 1 (1 rows) b
Address v| |c0ntains vl | | [Filter]

Create New Ping Probe Form

C ng Prabe
| |

|—— Mane -- V|

[

Address — the fully qualified domain name (FQDN) or network IP Address of the host to be
monitored

Host (for Alerts) — (optional) if the host address to be monitored is a host already registered with
Versiera, then any service probe alerts for the probe will be associated with the registered host
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SMTP

SMTP service (port 25/tcp) probes are used to actively monitor communication with mail servers. In order
to configure an active probe the following information must be provided:

(Al Probes | DRS | HTTP ) HTTPRS | Ping | @EIZRG [ 550 ) SMMP ) DHCP )

Rows per page: 10 | 25 | 50 | 100 Download table as: C3V (this paged | C5W (all pages)

Last Last

SMTP Last Rs
Server From Address To Address Response ast Xesponse
State Code Message

Last  Last
Last Stamp || Elapsed as 5L wiew Edit Delete
s Result  Error

@versieracom end 250 2150k ?:1201—.22—02 575 i B B =®

smitp.wersiera com @grmail com

4 4 Page 1 of 1 (1 rows) b b

Server v| ‘contains v| | |

Create New SMTP Probe Form
T

|-- Maone -- v|

I e

Server — the fully qualified domain name (FQDN) or network IP Address of the mail server to be
monitored

From Address — the e-mail address of the sender
To Address — the e-mail address of the recipient

Host (for Alerts) — (optional) if the host address to be monitored is a host already registered with
Versiera, then any service probe alerts for the probe will be associated with the registered host
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SSL

The SSL probes are used to establish a secure connection to a web server or a network device running an
embedded website and obtain a digital certificate from a website. The tab then displays the relevant
information from the digital certificate including its expiration. In order to configure an active probe the
following information must be provided:

All Probes | [ DHS | [ HTTP | HTTFS |/ Ping |/ SMTP SHMP | [ DHCP

ate Probes

Rows per page: 10 | 25 | 50 | 100 Download table as: CSV (this page) | CS¥ (all pages)

. ast N N
Certificate | Last Last | Last 1 E E:
Hostname o ocate s Last g e H2F @ Common Name ssue EXPIY o cuer name Serial Number FPITES vew Edit Delete
isvalid  stamp SRS Result Error date | date in
2010- C=Us [sT=CaliforniajL=Mountain 2009- | 2011- éCZZAI{OZT“W“ ;7"2 days
grnailcorn | Yes 09-02 56 i Wiew /O=Coogle 12-17  12-18 onsulting %) |y pygpapessposaalazataansecenaglz ST E) B ®
16:21:38 Ine fCh=rrail. gaogle.corm 19:00:00 18:58:59 St/ CN=Thawte 38
gecdl SGC CA minutes
M4 Page 1 of 1 {1 rows) b
Hostname v | [contains v | |

Create New SSL Probe Form

Hostname — the fully qualified domain name of a host

Host (for Alerts) — (optional) if the host address to be monitored is a host already registered with
Versiera, then any service probe alerts for the probe will be associated with the registered host
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SNMP (Enterprise only)

The SNMP service probes (ports 161/udp) are used to actively monitor servers and network
devices, as well as, collect the required values from SNMP MIBs. Support for SNMP includes v1
and v2c. In order to configure an active probe the following information must be provided:

5 | HTTR | HTTRS |/ Ping | SMTF ) [ 55U ) EIEIEI [ DHCP )

Rows per page: 10 | 25 | 50 | 100 Download table as: CSV (this page) | CSW (all pages)

Hostname Community String Walue returned Last Stamp Last Elapsed {ms) Last Result Last Error ol Description SNMP ¥ersion Yiew Edit Delete
10.226.3.16 public Random Virtual Server  2010-09-02 16:30:24 o o 1.3.6.1.21.1.6.0 syslocation 1 E @ @
10.226.3.16 public Foz1e09 2010-09-02 16:30:24 o o 1.3.6.1.21.1.8.0 sysUpTimeD wic E @ @
10.226.3.16 public 7021900% 2010-09-02 16:30:23 o o 1.8.6.1.2.1.1.5.0 anything 1 E! @ @

4 Page 1 of 1 (3 rows) b

Hostname ~| [ contains vl | | (Fitter

Create New SNMP Probe Form

i e I AP Probe

I

Hostname — the fully qualified domain name of a host or its IP address

OID — a particular object identifier from a given SNMP MIB (e.g. .1.3.6.1.2.1.1.6.0 for System
Location)

Community String — the password used to secure SNMP on the monitored host or device
Description — information about the value returned for the particular object identifier (OID)
SNMP Version — the supported versions of SNMP are v1 and v2c

Host (for Alerts) — (optional) if the host address to be monitored is a host already registered with
Versiera, then any service probe alerts for the probe will be associated with the registered host
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DHCP (Enterprise only)

The DHCP service probes (ports 67/udp and 68/udp) are used to actively monitor servers
configured to provide network address assignment using the Dynamic Host Configuration
Protocol by requesting network address assignments from these servers and analyzing the results.
In order to configure an active probe the following information must be provided:

All Probes | DMS |/ HTTP | HTTPS | Ping }[ sMTP |/ 55L ) sump | TR

Rows per page: 10 | 25 | 50 | 100 Download table as: CSV (this page) | C5V (all pages)

LD Message Number .. o
Network Network packet Transaction Offered IP type of message Server Lease Subnet Router DNS Renewal Rebinding Domain Last Ela
P Mask o ID matches address request DHCP e Identifier time mask address Servers time time name Stamp n
I reply options
DHCP DHCP 172.20.2.13, 2010~
10.226.31 2552552550 342 Yes 10226377 9 17220218 72000 2552552550 10226.3.1 . 36000 63000 bdc.int 03-02
reply Offer 172205013 16:26:11

4 Paoe 1 ar 1 (1 rows) ppf

Nemwork IP v | [contains vl | |

Create New DHCP Probe Form

&

Network IP — the IPv4 network address
Network Mask — the network mask for the respective IPv4 network address

Host (for Alerts) — (optional) if the host address to be monitored is a host already registered with
Versiera, then any service probe alerts for the probe will be associated with the registered host
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The State section is used to view information on the configuration and active state for registered hosts. The
section has been divided into three subsections to group relevant information. The sections are State
Activity, State Configuration and History (State Changes over time).

Host Summary

By clicking on a host link (host name in blue text) from any of the tables in Versiera will display the
summary information page for the host.

\@m:

CentOS51

Marme

Mount: fboot
Type: harddisk
Filesystem: extd
Space Used 31/ 103 ME (30%)
I ]
Mount: i
Type: other
Filesystem: EXL3
Space Used 3224 { 77000 MB (4%)
| ]

Make:

AsUs
Model: RFVEX-MXSE
Serial Number: 123456789000
£ of CPUSs: 1
CPU Model: AMD Athlon(tm) XP
CPU Speed: 1833 MHz
Memory: 185 ME
0s: cent0s 5.3
Firmware Version: ASUS A7YEX-MX SE ACPIBIOS Revision 1003
Firmware Date: 03/12/2004

Load Average

1 Min. Average: 014
5 Min. Average: 013
15 Min. Average: 0.1

Memory Usage

RAM Used 150 {185 MB (81%)
|
VM Used 07383 MB (0%)
[ ]

Uptime
Last Boot: 2010-04-22 03:30:05
Uptime: 268d 8:31:16

Interface: ethl
ethernet

o040 fdefha:64
8261182 [ 10638547

Type:
MAC Address:
Packets (infout):

Speed: 100
Duplex: full
IP Address: 10.226.3.56
IP Netmask: 255.255.255.0
Interface: o
Type: Ioopback
Packets (infout): 709 {709
IP Address: 127.0.0.1
IP Netmask: 255.0.0.0

1.50rew 1770
linux-x86-alibc2.2
S5L: enabled

2008-07-25 15:41:56
ta 2010-07-28 15:41:56

Version:
Build Architecture:

S5L Certificate:

1P 10.226.3.56
NAT: ni
Port: ansn

Last Check-in: 2010-05-2012:21:30

Date Registered: 2008-07-28 15:41:53
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ADM tabs, IPv4 and IPv6

Application Dependency Mapping tabs, IP4 and IP6, provide information useful in understanding what
network applications are available on a particular host and their specific details.

Wersiera »> State Activity >> ADNM (IPud

State Configuration History
ADM{IPwE) Connections (P4 Connections{PeE) Load Averages Mernory Processess Storage Tirme User Sessions

Rows per page: 10 | 25 | 50 | 100  Download table as: C5V (this page) | C5V {all pages)

Host « Type Address Port Connections User Command
Wista-SP1) top 0.0.00 135 {epmap) 0 NTAUTHORITY |\ METWORK SERVICE svchostexe
Wista-SP1 udp 0.0.0.0 5355 (llmnry 0 NTAUTHORITY\METWORK SERVICE svchost.exe
Wista-nPl o udp o000 123 {ntp) 0 NTAUTHORITY\LOCALSERWICE suchaost.exe
Wista-SP1 judp 0.0.00 4500 {ipsec-nat-ty 0 MNTAUTHORITY|SYSTEM swchostexe
Wista-iP1 udp 0.0.0.0 500 {sakmp) 0 NTAUTHORITY\SYSTEM svchostexe
Wista-SP1 judp 172.20.2.122 138 {nethios-dgrm) [u}

Wista-SP1 udp 1722002122 137 {nethios-ns) a

Wista-SP1 tcp 0.0.00 445 {microsoft-ds) [u}

Wista-SP1 tep 0.0.0.0 43156 0 NTAUTHORITY\METWORK SERVICE | svchost.exe
Wista-SP1 tep 0.0.0.0 43155 0 NTAUTHORITY\SYSTEM svchost.exe
Wista-SP1 tep 0.0.0.0 49154 0 NTAUTHORITY\SYSTEM Isass.exe
Wista-3P1 tcp 0.0.0.0 43153 0 NTAUTHORITY\LOCAL SERVICE svchost.exe
Wista-SP1 tep 0.0.0.0 43152 0 NTAUTHORITY\SYSTEM wininit.exe
Wista-3P1 tep 0.0.0.0 9050 (versiera) 0 NTAUTHORITY\SYSTEM WISAgENT.EXE
Wista-SP1) top 1722002022 130 {nethios-ssn) u}

Wista-3P1 tcp 0.0.00 43157 0 NTAUTHORITYSYSTEM SErVICES.BXE
Wista-SP1 o udp 172202122 1900 {ssdp) 0 NTAUTHORITY\LOCAL SERVICE suchost.exe
Wista-SP1 tcp 0.0.00 3389 (ms-wht-server) 0 NTAUTHORITY\NETWORK SERVICE swchostexe
Wista-mP1 udp 1722002122 49282 0 NTAUTHORITY\LOCAL SERWICE svchost.exe

Id 4 Page 1 of 1 {18 rows, 1 hosts) p
Filters
Host  contains Vista-SP1 @

Host | | contains b

Host — the hostname of the host registered with Versiera
Type — type of the transport layer protocol (tcp connection oriented, udp connectionless)

Address — IP address the host is listening on for connections, an address 0.0.0.0 implies any of the
host’s IP addresses

Port — network port number and port description
Connections — number of network connections to the application
User — user account running the application on the host

Command — application name
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Connections tabs, IPv4 and IPv6

The Connections tabs provide information showing the current application socket connections that exist on
a host.

Wersiera >3 State Activity > > Connections {IPud)

| State Configuration || History |
| AD MR, ADMIPE) | B cti | Connections{PvE) || Load Awverages || Memory || Processess || Storage || Time || User Sessions |
]

Cannections i

Fows per page: 10 | 25 | 50 | 100 Download table as: C5V {this page) | C5W {all pages)

Host « Type Local Address Local Port Remote Address Remote Port ISP Country
archLinux tep 172.20.2.85 22 {sshy 172.20.53.44 2919 {roboer) CLASS B ADDRESS SPACE FOR PRIVATE INTERMETS  Internal -

I 4 Page 1 of 1 {1 rows, 1 hosts)
Filters
Host  contains archlinux @

Host v| |contains vl | | [ Filter ]

Host — the hostname of the hosts registered with Versiera

Type — type of the transport layer protocol

Local Address — host network IP Address used in the communication session

Local Port — the application network port

Remote Address — remote host network IP Address used in the communication session
Remote Port — the remote application network port

ISP — the name of the Internet Service Provider that owns the Remote Address

Country — the country where the Internet Service Provider has registered the Remote Addresses
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Load Average tab

The Load Average tab provides host performance measurement of work that a host is doing over a period
of time. An idle host has a load number of 0 and each process using or waiting for CPU adds to the load
number by 1. One can think of load average as a percentage of system utilization during a respective time
period.

Wersiera >3 State Activity >> Load Awverage

i | State Configuration || History |
|| Connections{lPvd) || Connections{IPuE) |

= | Memory || Processess || Storage || Time || User Sessions |

Load Average

Rows per page: 10 | 25 | 50 | 100 Download table as: C5W (this page) | C5W {all pages)

Host & 1 Min_ Avg 5 Min_ Avg 15 Min. Avg
FreeBSD-7.1 0.000 0.000 0.000
FreeBSD-7.hdc.int 0.500 0510 0.520
FreeBsD-72 0.000 0.000 0.000

I 4 Page 1 of 1 {3rows, 3hosts) b
Filters
Host  contains freebsd-7 @

Host v| |c0ntains vl | | [ Filter]

Host — the hostname of the host registered with Versiera
1 Min. Avg. — host load average over the last minute
5 Min. Avg. — host load average over the last 5 minutes

15 Min. Avg. — host load average over the last 15 minutes
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Memory tab
The Memory tab provides host performance information for physical and virtual memory utilization.

Wersiera > State Activity »> Memory

Sta 2 | State Configuration | Histary |

ADMEPu) | ADM(PYE) | Connections(Pud) || Connections{Pugy || Load Averages | (IEI004M | Processess || Starage || Tifme | [ User Sessions

Memory

Rows per page: 10 | 25 | 50 | 100 Download table as: 5% (this page) | C5W {all pages)

Host & Phys Free VM Free Phys Total YM Total

Metfsh-21 zz 257 63 257
MeEs0h-3.1 118& 257 191 257
MetBa0-40 122 257 191 257

M 4 Page 1 of 1 (3rows, 3 hosts) B

Filters
Host  contains netbsd- @

Host v| |c0ntains v| | | [ Filter ]

Host — the hostname of the host registered with Versiera

Phys Free — the amount of unused physical memory

VM Free — the amount of unused virtual memory

Phys Total — the total amount of physical memory as seen by the operating system

VM Total - the total amount of configured virtual memory

106



ver‘g iera

Processes tab

The Processes tab provides details of host running applications.

Wersiera > > State Activity > > Processes

2 | State Configuration || History |
|| Connections(Pydy ||

Connections{IPva) | Load Awverages || Memaory | | Storage || Time || User Sessions |

Fows per page: 10 | 25 | 50 | 100  Download table as: CEV {this page) | C5V (all pages)

Host «  PID Name Owner Size (KB} Wirtual Size {KB} Filename
archlinux 2911 agetty root 492 1656  [sbinjagetty
archlinu 15 aio/0 roaot a a

archlinu 31 scsi_eh_1 ) root 1] 1]

archlinu 11 kseriod root 1] 1]

archlinux = 890 udevd roat 59z 1864 [shinjudevd
archlinux 2869 crond root 576 16588 fusr{shinfcrond
archlinux 2835 syslog-ng root a56 2288 Jusr/shinjsyslog-ng
archlinux 2252 kjournald root a a

archlinux 2901 sshd root 1020 5356 jusr/shin/sshd
archlinux 2913 agetty roat S0 1656 [shinfagetty

H 4 Fage of 12 {113 rows, 3 hosts) p

Filters
Host  contains archlinux [Z]

Host v| |c0ntains v| | | [ Filter ]

Host — the hostname of the host registered with Versiera

PID — the application process identifier number on the respective host
Name — the application name

Owner — the user account running the application on the host

Size (KB) — the amount of physical memory used by the application
Virtual Size (KB) — the amount of virtual memory used by the application

Filename — the name of a process or a full path of an application that generated the process
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Storage tab

The Storage tab provides details of the host storage capacity and space availability.

Wersiera >3 State Activity >3 Storage

2 | State Configuration | History |
|| Connections{]Pud) | | Connections(Pve) || Load Averages

|| Mermory | Processess |85 2 | Time

Rows per page: 10 | 25 | 50 | 100 Download table as: C5V (this page) | C5Y {all pages)

Host & Type Capacity Free Free (%) Path Device F5 Type Options
Wista-5P1 harddisk 17177 10542 61.4 CYy fdisk0 fpartitiond ntfs MtfsDisableLastAccessUpdate
Wista-5P1  removable u] u] A

M 4 Page 1 of 1 (Zrows, 1 hosts) b

Filters
Host  contains Wista-5P1 @

Host vl |c0ntains vl | | [ Filter ]

Host — the hostname of the host registered with Versiera

Type — the type of storage device as identified by the operating system
Capacity — the total amount of memory the storage device holds, in MB
Free — the amount of available storage on the device, in MB

Free (%) — the percentage of available storage on the device

Path — the name or the path to the mount point of the storage device
Device — the file system location on the storage device

FS Type — the type of file system used on the storage device

Options — the file system options in use

|| User Sessions |

108



ver‘g iera

Time tab

The Time tab provides information related to the time information for a host. A useful item included is the
Time Sync field which shows whether the registered host’s time is accurate relative to time kept by
Versiera (Versiera time servers are Stratum 3 servers).

Wersiera > 3> State Activity >3 Time

0 | State Configuration | Histary |
[ ADMIPwdy | ADMPwE) || Connections{lPudy | Connections{Pve) || Load Awerages || Mermory || Processess || Storage | (ELRER | User Sessions |

Fows per page: 10 | 25 | 50 | 100 Download table as: C5V (this page) | C5W {all pages)

Host = Last Boot Uptime Current Time Time Zone Time Sync
MetEsS0-21  2010-06-1412:5441 §0d 2:05:17 2010-09-0z 15:02:58 -4.000 1046654
MetBS0-3.1 2010-04-22 02:41:55 133d 12:21:03 2010-09-02 15:02:58 -4.000 u]
MetGs0-40  2010-04-22 02:49:54 133d 12:13:27 2010-09-02 15:05:01 -4.000 455

M4 Page 1 of 1 {3rows, 3hosts) b
Filters
Host  contains nethsd- [Z]

Host v| |contains V| | | [ Filter ]

Host — the hostname of the host registered with Versiera

Last Boot — the date and time when the host was last started

Uptime — the amount of time a host has been running continuously

Current Time — the current date and time configured on the host

Time Zone — the time zone configured on the host as an offset in hours from UTC/GMT

Time Sync — the difference in seconds between the host’s and Versiera server’s clocks
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User Sessions tab

The User Sessions tab provides details of the active user sessions across the managed hosts.

Wersiera > State Activity >3 User Sessions

20 | State Configuration | History |
4y | [ ADM{PuE) | Connections{Pud) | [ Connections{IPve) || Load Averages || Mernory | [ Processess || Storage || Tirme | R0

Fows per page: 10 | 25 | 50 | 100 Download table as: C5Y (this page) | C5% {all pages)

Host & Username Type Eemote Address Session Start DatefTime Idle Time
Macintash-3local rzpld4 consale Aug 300814 Jdays
Macintash-3.local rzpld4 thys000 Aug 30058:16 153:15

ld 4 Page 1 of 1 (2 rows, 1 hosts) o
Filters
Host  contains Macintosh-3.local @

Host v| |c0ntains v| | | [ Filter]

Host — the hostname of the host registered with Versiera

Username — the username used to sign on to the host

Type — the host device type the user used to sign on to the host

Remote Address — the remote IP Address from where the user initiated their remote session
Session Start Date/Time — the date and time when the user logged in to their remote session

Idle Time — the amount of time a remote user session has been idle
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Agent tab

The Agent tab provides information concerning the Versiera agent running on the host systems.

Wersiera > > State Configuration >3 Agent

| State Activity | B
Agen Groups

Fows per page:

Group Members | Hosts | IPwd | IPwE || Metwaork || Shedules || Software || State ||

10| 25 | 50| 100

| Histary |

Download table as: C5W (this page) | C5Y {all pages)

Host « Version Build Arch S5L Start Date S5L Expiry Date
wrscliool [1.3.2 1925  linux-x86_G4-glibcz.2 2010-04-21 14:05:20 2011-04-21 14:05:20
wrscliodz [1.3.2 1925  linux-x86_G4-glibcz.2 2010-02-01 12:28:24 2011-02-01 12:25:24
wrscliods [1.3.2 1925  linux-x86_G4-glibcz.2 2010-02-22 11:06:53 2011-02-22 11:06:53
wrscliodg (1.3.2 1925  linux-x86_G4-glibcz.2 2010-02-22 11:41:16 2011-02-22 11:41:16
wrscliods [1.3.2 1925  linux-x86-glibcz.2 2010-02-22 11:42:54 2011-02-22 11:42:54
ld 4 Page 1 of 1 (5 rows, 5 hosts)
Filters

Host  contains \.rrsc[z]

Host

A | | cantaing

v | | [Firter ]

Host — the hostname of the host registered with Versiera

Version — agent version number, version numbers are incremented with each new agent release

Arch — the agent operating platform

Build — agent build number, useful in communicating with the Versiera Support Department

SSL Start Date — the date and time when the digital certificate was assigned to the registered host

SSL Expiry Date — the date and time when the host’s digital certificate will expire, Versiera

agents automatically renew their digital certificates
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Groups tab

iera

The Groups tab provides a listing of the host’s security groups.

Wersiera »>> State

[ State Activity |
[ Agent | L3

Croups

Configuration >> Groups

| History |

|| Hosts || IPvd

L IPvE L Metwark || Shedules

|| Software

Rows per page:

101 25 | 50 | 100 Download table as: C5W {this page) | C5Y {all pages)

Host - Name CID Domain SID
Wista-2007 Administrators WISTA-2007 5-1-5-32-544
Wista-2007 Backup Operators WISTA-2007 5-1-5-32-551
Wista-2007 | Cryptographic Operators WISTA-2007 5-1-5-32-569
Wista-2Z007 Distributed COM Users WISTA-2007 5-1-5-32-562
Wista-Z007 Event Log Readers WISTA-2007 5-1-5-32-573
Wista-Z007 GCuests WISTA-2007 5-1-5-52-546
Wista-2007 IS_IUSES WISTA-Z007 5-1-5-32-563
Wista-2007 Metwork Configuration Operatars WISTA-2007 5-1-5-32-556
Wista-2007 Perforrmance Log Users WISTA-2007 5-1-5-32-559
Wista-2007 Performance Monitor Users WISTA-2007 5-1-5-32-558
Wista-2007 Power Users WISTA-2007 5-1-5-32-547
Wista-2007 Rernote Desktop Users WISTA-2007 5-1-5-32-555
Wista-2007 Replicator WISTA-2007 5-1-5-32-552
Wista-zZ007 Users WISTA-2007 5-1-5-52-545

M 4 Page 1 of 1 (Tdraws, 1 hostsy b pf
Filters

Host  contains Vista-2007 @

|Host vl |c0ntains vl |

[Filter |

Host — the hostname of the host registered with Versiera

Name — the name of the user group on the host

|| State

GID — (Unix) — the numeric value used to represent particular groups

Domain —name of the Windows Domain or hostname if not a member of a Windows domain

SID — (Windows) — security identifier that uniquely identifies a particular group

| Users |
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Group Members tab

The Group Members tab provides a listing of the host security groups and their respective group members.

“Wersiera > State Configuration >> Croup Members

| State Activity |
[ Agent ||

figuration
Group Members

| Histary |
Croups |

Croup Mermbers

Fows per page: 10 | 25 | 50 | 100  Download table as: CSW (this page) | C5V (zall pages)

Host = Croup Name Domain

opendS-i3Sa.bdcint  staff root
opendS-i3S6.bdc.int kimem root
opendS-i386.bdcint operator |[Foot
opendS-i38e.bdcint daemon  daemon
opendS-i386. bdoint [thy root
opendS-i3do bdoint wheel root
opend5-i386.bdoint guest root
opend5-iS86.bdcint sys roat

[ 4 Page 1 of 1 (8 rows, 1 hostsy e

Filters
Host  contains apend5-i3d@6.bdcint @
|Host vl |contains v| | | [Filter l

Host — the hostname of the host registered with Versiera
Group — the user group name on the host
Name — the user account name which is a member of the respective user group

Domain —name of the Windows Domain or hostname if not a member of a Windows domain

[ Hosts | [ [Pwd || IPwG || Metwork || Shedules || Software || State || Users |
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Host tab

The Host tab provides hardware and operating system details for the each registered host.

Wersiera >» State Configuration >> Hosts Agents v | Go

[ arate Activiny | SN EIEWERE [ History |
Agent || Croups | oup Members | gl IPud | [ IPvE | [ Metwork Shedules || Software || State || Lsers

Rows per page: 10 | 25 | 50 | 100 Download table as: ©5V (this page) | C2V (all pages)

Host ¥ of Serial A
Host = Name Make Model CPUs CPU Speed Memory Number 05 FW Version FW Date
Wista- WIETA-  Dell Computer Dimension Intel{R) PentiurmiR) 4 Microsoft Windows =~ DELL - 5 Phoenix ROM BIOS
1694 511 C7D3RO1 10f0z/z001
2007 2007 Corporation &100 CPU 1 700MHZ Wista Ultirmate PLUS Wersion 1.10 AQS foz{

[ 4 Page 1 of 1 (1 rows, | hostsy b b

Filters
Host  contains Vista-2007 @
Haost v| ‘contains v‘ | |

Host — the hostname of the host registered with Versiera

Host Name — the current hostname of the host computer (if the hostname has changed since
registration)

Make — name of the manufacturer

Model — the manufacturer model number

# of CPUs — the number of processors

CPU — processor name

Speed — processor speed in megahertz (MHz)

Memory — the host memory size as seen by the operating system
Serial Number — the host hardware serial number

OS - the name of the host operating system

FW Version — the version number of the host firmware (BIOS)

FW Date — the date of the host firmware (BIOS)
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IPv4 tab

The IPv4 tab provides detail for the host network interface configuration with respect to 32 bit network
addresses.

Wersiera > State Configuration >3 [Pwd

[ State Activity | SRl allin [ History |
[mgent | Groups || Group Mermbers || Hosts | [EEW [ IPve | [ MNetwork | Shedules | Software |/ State || Users |
Pyt

Rows per page: 10 | 25 | 50 | 100 Download table as: CE5W {this page) | C5W (all pages)

Host « MNewtwork Interface Address Netmask
wrscliodl la 127.0.0.1 255.0.0.0
wrscliddl eth0 10.226.3.15 255.255.255.0
wrsclildz ethi 10.226.3.16 255.255.255.0
vrscliddz lo 127.0.0.1 £55.0.0.0
wrsclilds ethi 10.226.3.17 255.255.255.0
wrsclilos lo 127.0.0.1 255.0.0.0
wrsclilld ethQ 10.226.3.16 255.255.255.0
vrsclioo4 lo 127.0.0.1 255.0.0.0
wrsclilds ethd 10.226.3.19 255.255.255.0
wrsclidds lo 127.0.0.1 255.0.0.0

Id 4 Page 1 of 1 {10 raws, 5 hostsy
Filters

Host  contains wrs @

Host v| |contains v| | | [ Filter]

Host — the hostname of the host registered with Versiera
Net IF — the name of the network interface
Address — network IP address

Netmask — subnet network mask
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IPv6 tab

The IPv6 tab provides detail for the host network interface configuration with respect to 128 bit network

addresses.

Wersiera »» State Configuration >> IPwG

State Activity | RS

Agent || Groups

|| Group Members | Hosts || [Pvd '_ Metwork || Shedules || Software || State

Configuration [lglEelgtl

Fows per page: 10 | 25 | 50 | 100 Download table as: C5W {this page) | C5% (all pages)
Host = Network Interface Address IPv6 Class Prefix
vrscliodl | o 1 Loopback 128
wrscliddl ethd fed0:216:3eff:fef1:1054 Link local )
wrscliddz lo 1 Loopback 128
wrscli00z ethO feS0:216:3efffef1:1055 Link local G
wvrsclions o 1 Loopback 128
wrscliods ethd fedl:216:3efffef1:1056 Link local i)
vrsclioogd o 1 Loopback 1258
wrscliodd ethi fed0:216:3eff:fef1:1058 Link local 64
wrscliods o 1 Loopback 128
wrscli0ds ethO feS0:216:3efffef1:1059 Link local G

I 4 Page 1 of 1 {10 rows, 5 hosts) e

Filters

Host  contains wrs [Z]

Hiost

v| |c0ntains v| |

| (Firter ]

Host — the hostname of the host registered with Versiera

Net IF — the name of the network interface

Address — network IP address

IPv6 Class — the type of IPv6 address

|| Users |

Prefix — the number of address bits associated with the network portion of the network IP address
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Network tab

The Network tab provides host network interface details.

Wersiera > > State Configuration > > MNetwork

State Activity | BRGNS | Histary |
Agent || Groups || Group Members || Hosts || IPwd | IPwE | B 480 | Shedules || Software || State || Users |

Rows per page: 10 | 25 | 50 | 100 Download table as: C5V (this page) | ©5W {all pages)

Host Metwork Interface Type MAC Address Manufacturer Packets In Packets Out Speed ¥ Duplex
Centoo-2007 ethl ethernet  00:50:8b:ff:19:20 Hewlett Packard 42083210 44968777 100 full
Centoo-2007 o loopback 4557 4537

M 4 Page 1 of 1 (Zrows, 1 hostsy b

Filters
Haost  contains Gentoo-2007 @

|Host v| |contains v| | | [ Filter ]

Host — the hostname of the host registered with Versiera

Name — the name of the network interface

Type — the type of network interface (Ethernet/Loopback/Other)

MAC Address — the media access control address of the network interface
Manufacturer — the name of the manufacturer of the network interface
Packets In — counter for the number of packets arriving to the network interface
Packets Out — counter for the number of packets leaving the network interface
Speed — the network interface speed

Duplex — the network interface duplex information (half/full)
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Scheduled tab

The Schedule tab provides details of the jobs that have been scheduled to execute on hosts.

Versiera >3 State Configuration >3 Scheduled Agents +|[co

[ State Activity WECLI [ History
Groups || Group Mermbers | Hosts | Pvd | [ IPv6 | [ Network | @EGPENTEN | Sortware |[ State || Users

Rows per page: 10 | 25 | 50 | 100 Download table as: C5Y (this page) | C5V (all pages)

Start End Duration Interval Interval Interval

Host « Mode User Month Week Day Weekday Hour Minute Command Date Date i) e (days} twks)

archlinuz  daily * ™ ™ I ™ ™ fetcforon. daily fuhatis
archlinuz  daity w " " w " " jete feran daityfshadow

archlinus | daily - " s " " jetc fcron.dailyflogrotate

4 Page 1 of 1 (3 rows, 1 hosts) jp pf

Filters
Host  equals archLinux [¥]

Host vl |comains v‘ | |

Host — the hostname of the host registered with Versiera

Mode — job execution frequency

User — the security context the job will execute as

Month — the month(s) the job will execute

Week — the week(s) the job will execute

Day - the day(s) the job will execute

Weekday - the weekdays the job will execute

Hour — the hour the job will execute

Minute — the minute the job will execute

Command — the command used to execute the application or script
Start Date — the start date when the job will execute

End Date — the end date when the job will stop execute

Duration (min) — time interval in minutes the job will execute

Interval (min) — time interval in minutes between successive job executions
Interval (days) — the number of days between successive job executions

Interval (wks) — the number of weeks between successive job executions
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Software tab

The Software tab provides details of host installed applications.

“Wersiera »>» State Configuration >» Software

State Activity | 5
Agent || Groups ||

Software

Configuration Jiigliadlstal
roup Members | Hosts | [Pud || IPwE || Metwaork || Shedules |

40 | State

Rows per page: 10 | 25 | 50 | 100 Download table as: C5% ithis page) | 5% (all pages)

Host & Mame Version Date Added
Wista-2007 ) Minefield {3.7a3pre) 3.7asSpre {en-US) 2010-06-2211:16:59
Wista-2007 | PL-2303 Yista Driver Installer | 3.2.0.0 2010-06-22 11:16:59
Wista-2007 SiRFDemo 3.87 2010-06-22 11:16:59
Wista-2007 GFS Information 2010-06-22 11:16:59
Wista-2007 Wersiera figent 1.3.2 1.3.2 2010-06-2211:16:59
Vista-2007 Adobe Flash Player 10 Activex | 10.0.12.36 2010-06-22 11:16:59
Wista-2007  Mozilla Firefox (3.6.7) 3.6.7 (en-Us) 2010-07-21 11:30:57
Wista-2007 |Opera 10.53 10.53 2010-07-21 11:30:57
Wista-2007 Motepad++ 57 2010-07-21 11:30:57

I 4 Page 1 of 1 (9 rows, 1 hosts) p
Filters
Host  caontains Vista-2007 @

Host v| |c0ntains v| | | [ Filter]

Host — the hostname of the host registered with Versiera
Name — the application name

Version — the version number of the application

Date Added — the date stamp the application was first catalogued by Versiera

1 Users |
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State tab

The State tab provides general host details pertaining to the state documents the host submits to Versiera.

YWersiera > State Configuration >> State

[ State Activity | ST EVGE [ Histary |
[ Agent || Groups || Group Mermbers || Hosts || IPwd | IPeE | Metwork || Shedules || Software | SEEE

Rows per page: 10 | 25 | 50 | 100 Download table as: C5Y (this page) | C5W {all pages)

Host = Yersion Stamp Document Stamp  Agent Wersion Family Platform Arch Preparation Time | 5Size
wrscliddl 2.0 2010-09-02 15:31:52 2010-08-02 15:35:0% 1.3.2 posix linuz *BE_64 237 18875
wrscliodz 2.0 2010-09-02 15:51:41  2010-09-02 15:54:52 1.3.2 paosix linux xGa_64 245 15735
wrsclinos 2.0 2010-09-02 15:31:42 2010-09-02 15:34:52 1.3.2 posix liruz ®BE_64 318 13312
wrscliodd 2.0 2010-09-02 15:531:42 2010-09-02 15:534.53 1.3.2 posix linux xE6_64 256 16783
wrsclinds 2.0 2010-09-02 15:31:40 2010-09-02 15:534:51 1.3.2 paosix linux xHa_64 ZZ3 15074

M 4 Page 1 af 1 (5rows, Shaosts) b
Filters
Host  contains wrs @

Host V| |contains V| | | [Filter ]

Host — the hostname of the host registered with Versiera

Version — state document version

Stamp — time stamp the state document was received

Document Stamp — time stamp of the state document generated by the agent

Agent Version — version number of the Versiera agent

Family — operating system family type

Platform — operating system kernel

Arch — the host processor architecture as identified the operating system

Preparation Time — time interval in seconds required generate the host’s state document

Size — the size of the state document is based on a character count
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Users tab

The Users tab provides details of the host user accounts.

YWersiera >> State Configuration > Users

| State Activity | SRS FTEREN [ History |

[ Agent || Groups || Group Members || Hosts

Rows per page: 10 | 25 | 50 | 100

| 1Pua

1 IPeE L Metwork || Shedules

Download table as: C5W ithis page) | 3% (all pages)

|| Software || State |

Host = Name Domain 51D Disabled UID GID Full Name Home Shell
wrsclioon ) list false 38 38 Mailing List Manager  fwar flist fhinfsh
wrscli0ol [news false =] 9 news fwar fspoal frews  fhinfsh
wEscliO0T ) juucp false 10 10 uucp fwar fspoal fuucp fhinfsh
wESCIiOOT ) proxy false 13 13 proxy fhin fhinfsh
wESCliOOT ) e -data false 33 33 wew-data fuar frw fhinfsh
wrscli0ol rmail false g 8 rnail fwar frmail fhinfsh
wrsCliOoT Ip false 7 7olp fwar fspool flpd fhinfsh
wrscli00l |backup false 34 34 backup fwar fbackups fhinfsh
wiscli0Ol) |garmes false 5 &0 games fusrfgames fhinfsh
wrscli00l man falze [ 12 mah fwar fcache fman fbingsh
4 4 Page of 12 (112 rows, 5 hiosts)
Filters

Host  contains wr @

Host

v| |contains v| |

| (Fiteer ]

Host — the hostname of the host registered with Versiera

Name — the name of the user account

Domain — the name of the Windows Domain

SID — (Windows) — security identifier that uniquely identifies the user account

Disabled — indicates whether the account is disabled (true/false)

UID — (Unix) the number identifying the user account, the user ID number

GID — (Unix) the number identifying the user account’s primary group account, the group ID

number

Full Name — the account owner’s first and last name

Home — the path of the account home directory

Shell — the default user shell command interpreter
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History Latest Changes tab

iera

The History Latest Changes tab provides details of the latest changes to host information as tracked over a
period of time.

Wersiera »> State History >»> Changes

State Activity

Host

Wista-2007

Wista-Z007

Wista-2007

Wista-2007

Wista-2007

Wista-2007

Wista-2007

opends-
1386.bdc.int

opends-
i366.bdc.int

Wista-2007

Host v

State Configuration

Surnrmary

Stamp
z010-09-02
15:34:54

2010-09-02
15:24:54

2010-09-02
15:19:53

2010-09-02
15:04:52

2010-09-02
14:59:52

Z010-09-02
14:49:52

2010-09-02
I44452

2010-09-02
14:40:02

2010-09-02
14:36:43

2010-09-02
14:29:51

contains

Action

add

Fernove

add

FErnove

add

FErnove

add

FErnove

add

rermove

Agents | Co

Rows per page: 10 | 25 | 50 | 100 Download table as: C5V (this page) | C5W (zll pages)

Section

ADM
(IPuE)
ADM
{IPE)
ADM
[=Y5)
ADM
(IPE)
ADM
{IPE)
ADM
(IPuE)
ADM
{IPE}
ADM
(IPud)
ADM
)
ADM
{IPvE)

Node ID

udp fed0:b335:f2da:7f24:d9cd: 546

udp fed0:b935:f2da7f24:d9cd: 546

udp fed0:b335f2da7f24:d9cd: 546

udp fed0:b935:f2da7f24:.d9cd: 546

udp:fed0:b335f2da7f24:d9cd:546

udpfed:b335:f2da7f24:d9cd:546

udp:fed0:b335f2da7f24:d9cd:546

udp 172.2063.1:123

udp:172.20.63.1:123

udp fed0:b335:f2da;7f24:d9cd: 546

Changes
type=udpt § address=fed0:b935:f2da:7f24:d%9cd { port=546 [ cannections=0 |
user=pNT AUTHORITY\LOCAL SERVICE | command=suchost.exe
type=udpt § address=fe80:b935:f2da:7f24:d9cd [ port=546 [ connections=0 |
user=NT AUTHORITY\LOCAL SERVICE § command=swvchost.exe
type=udpt § address=fed0:b935:f2da:7f24:d%9cd { port=546 [ cannections=0 |
user=MT AUTHORITY\LOCAL SERVICE § command=swchost.exe
type=udpt | address=fed0:b935:f2da:7fZ24:d9cd | port=546 [ connections=0 |
user=NT AUTHORITY\LOCAL SERVICE § command=swchost.exe
type=udp& | address=fe80:b935:f2da:7f24:d9cd | port=546 | connections=0 |
user=MNT AUTHCRITY\LOCAL SERVICE | cormmand=svihost.exe
type=udpt | address=Ted0:b935:f2da:7f24:d9cd [ port=546 [ cannections=0 |
user=NT AUTHORITY\LOCAL SERVICE § command=swchostexe
type=udpd | address=fe80:b935:f2da:7f24:d9cd | port=546 | connections=0 |
user=MNT AUTHORITY\LOCAL SERVICE § command=swvchostexe
type=udp [ address=172.20.63.1 [ port=123 § connections=0 [ user=_ntp [
command=ntpd
type=udp [ address=172.20.63.1 { port=123 § connections=0 / user=_ntp [
command=ntpd

type=udpt | address=fed0:b935:f2da:7f24:d9cd { port=546 [ cannections=0 |
user=MT AUTHORITY\LOCAL SERVICE § command=swchost.exe

M 4 Page |1 of 1574 (15734 rows) p pf

Host — the hostname of the host registered with Versiera

Stamp — the date and time when the change was found

Action — describes the type of host historical information (initial, additional, change or removal)

Section — the particular section of the state document where the change was found

Node ID — type or change records

Changes — the details describing the records change
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History Summary tab

The History Summary tab provides a report showing the host and the number of state changes that have

occurred.

Wersiera >

State History >3 Surmmary

| State Activity || State Configuration | [lgleddt
o

Host « Changes
alex-dl 63ed437dd [u]
freebsd? 1-i386.bdc.int o]
Macintosh-3.local 4575
nethsdS0-i386 1)
opendS-iS8a.bdoint 1258
pchsd-7371 15
sysadmins-rmac-minilocal 213
testhox-9cd59E3 o
Vista-2007 9314
w02 -winxp a
wrsclionl 1
wrsclionz &7
wrsclions o
wrsclioog o
wrscliods o
wzk-testhox0] o
wl-500g-prem-va 180
zp-deskpro-gn a

Most Recent

Mane
Mane
2010-09-0Z2 11:12:54
Z2010-09-01 21:35:33
2010-09-02 14:40:02
2010-08-19 11:34:42
2010-08-30 02:41:38
Mane
2010-09-02 15:34:54
Mane
2010-08-25 15:30:<45
Z2010-05-2513:56:11
Mane
Mane
Mane
Mane
2010-08-15 07:08:01

Mone

Host — the hostname of the host registered with Versiera
Changes — the number of changes recorded for a host

Most Recent — the date and time of the most recent change in state
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Network Maps

Versiera Network Maps are auto generated, fully user interactive and offer the ability to perform host
inspection, drag/drop the network map and zoom in/out. Network Maps are available for showing corporate
host status, host communications and other network views of systems and data flows.

Sample Host Map
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Sample Enterprise Connections Map

Connection Map

Toggle ] . . 47 . . ¢ é
Lines . ° ° . ¢ @ .
o . °
. o ©®
\ b/ == b . o ? °
°
- s L 4 S5 4 ¥ . o
¥ LY o
< °
. .
e .
.
o o> . . P, ° 5
. ® ° °
(o] . A C [5)
° °
% ol lq . . o]
. B\ o - of .
e ° B
< L4 2
. .
.
.

125



ver‘g iera

Administration

Ver‘gler‘a signed in as: ®

Administration | Help | Logout

The Versiera Administration Sections are used for managing various Versiera settings, customizations,
adding multiple Versiera IDs and review/audit of Versiera activity logs in using the Versiera Management
Console.

Administration Sections

Administration Sections

f ) Contacts Accounts Registration Users
@ ¢ Manage the way Wersiera sends out Manage the settings for Yersiera accounts. Manage registration-only users.
..__\ notifications. . o ' . o '
Time Zone G Subscriptions Motification Log
Configure your local time zone Pa\i) | Manage events you are subscribed to (& ‘iew history of notifications sent ta users by
‘,:_‘ Wersiera.
oy e )

o)) Activity Log
| Wiew significant actions taken by users
‘ and hosts in Versiera,
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Contacts

The Contacts section is used for adding and managing contact information used in sending Versiera alert
notifications. The contact email addresses may be used to “subscribe” to event alert notifications for
communicating with external users. Contacts would typically be corporate administrators of hosts that are
managed using Versiera Management Console. Note - Contacts are not involved in accessing the Versiera
Management Console.

Contacts Management

Contacts

Rows per page: 10 | 25 | 50 | 100 Download table as: C5W ithis page) | C5Y {all pages)

Name & Description Type Address Combine Messages Schedule Edit Delete
Alex Alex main contact email @gmail.com  frue nang E @

I 4 Fage 1 of 1 (1 rows) b
Mame vl |c0ntains v| | | [ Filter J

Create hew T
|

ermail ¥

Address

O
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Accounts

The Accounts section is used for adding and managing Versiera IDs. A Versiera ID is used to sign-in to the
Versiera Management Console. The first Versiera ID created, during the initial registration, is considered
the master Versiera ID. The master Versiera ID can create, edit and disable additional Versiera IDs which
can be created to facilitate multiple persons using the Versiera Management Console to manage hosts for
an enterprise. Activity for each Versiera ID is audited and the master Versiera ID has access to the
complete audit of all subordinate Versiera 1Ds.

Accounts (Versiera I1Ds)

Rows per page: 10 | 25 | 50 | 100 Download table as: C5V {this page) | C5V (all pages)

VersieralD 4 First Mame Last Mame E-Mail Validated Company Country Time Zone Job Function Web Login Edit
default lane Doe jane.doe@example.com true Example Corporation Canada Arerica/Toronto Administrator | true E

I 4 Page 1 of 1 {1 rowsy p

‘VersweraID vl |contains vl | | [ Filter J

Adding Accounts (Versiera IDs)

First Mame |

Last Mame |

|
|
(w0 |
|

Country | Canada

|America,l’T0r0nt0 v|

|Examp|e Corparation |

| |

et A
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When additional Versiera IDs are added, they can not be deleted and a trail of their activity is preserved for
auditing purposes. In the Versiera Management Console the non-primary Versiera IDs may be updated,
have their password changed and be enabled or disabled.

Administrative Account Management Form
Upd il gl

E-Mail |ji|l.hi|l@examp|e.com

Persaonal information:

First Name i |

Last Mame [Hin |

Coumntry | Canada |

|America,fTornnto .v|

|Examp|e Corporation |

|Assistant |

Please provide a secret question and answer that can be used to verify vour identity if vou lose vour
password:

|fa\.r-:-urite utencil |

|f0rk |

Save Changes

Iability

Disabled

129



ver g iera

Registration Users

The Registration Users section is used for adding and managing accounts with limited access to Versiera.
These accounts may be used to register new hosts with Versiera. These registration accounts are not able to
access the Versiera Management Console.

Registration Users Management
.

Rows per page: 10 | 25 | 50 | 100 Download table as: C2V (this page) | CE2W all pages)

VYersiera ID -« Edit Delete

reguserd] E @
M4 Fagelafl (1rows) M

Wersiera D vl |contains vl | | [ Filter J

istration User

|reguserﬂl

-
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Time Zone

The Time Zone section is used for the configuration of the time zone setting for the currently logged in
account. By modifying the time zone, all information in Versiera showing date and time will be adjusted
based on the configured time zone.

Time Zone Configuration

| ArmericafTaranto

[
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Subscriptions

The Subscriptions section is used for the review and management of event alert notification subscriptions.
The Contact email addresses are obtained from the Contacts section of the Versiera Management Console.

Sample Event Subscriptions

Subscriptions

Contact Reminders Interval {secs) Commit Delete
report events from Template Process count - Apache Default E-mail w |:| @
ignore events from Job piccolo-to-Fedora-9 Default E-mail » |:| @
report events from Template Production servers Default E-mail » |:| @
report events from Job Reboot during period Default E-rnail |:| 300 @

Add Subscription Rule

H ription £

report W
ANy SOLFCE W

| all hosts s

| Default E-mail + |

O
| |
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Notification Log

The Notification Log section is used for the review and audit of all alert notifications sent from Versiera to
alert notification subscribers.

Sample Notification Log

Motification Log

Fows per page: 10 | 25 | 50 | 100 Download table as: C5VW dthis page) | C5W (all pages)

Contact Source Event Type Reminder Stamp ¥

Alex id 734 (Probe Monitoring Alerts) change falze 2010-02-11 15:00:50
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Activity Log

The Activity Log section is used for the review and audit of Versiera account actions performed while
using Versiera Management Console. The primary Versiera ID can see in the Activity Log both its own
audit trail and that of the subordinate Versiera I1Ds, while the subordinate Versiera IDs can only review
their only Activity Log.

Sample Activity Log

Activity Log

Eows per page: 10 | 25 | 50 | 100  Download table as: C5W (this page) | C5Y (all pages)

Date fTime - Actor Action Details

2Z009-03-2919:29:59 CfUsers) login 1728 W50
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Tips and Tricks

How to force the IP address that the Versiera agent
listens on.

By default the Versiera agent listens on IP address 0.0.0.0 (all host IP addresses) and port 9050/tcp. To
force listening on a particular IP address:

1. Inthe directory where Versiera agent is installed create a local.cfg file (same directory as init.cfg
file)

2. Add the following text without quotes to the local.cfg file substituting your IP address at the end:
“bind_address = x.x.x.x”

Note: To accept only loopback connections, add the following text without quotes to the local.cfg file:
“bind_address = 127.0.0.1”

Automate Versiera Agent Windows Installation

There are two steps in getting Versiera agents operational. The first is installing the agent on the host and
the second is to register the agent against the Versiera Management Center in order to obtain a digital
certificate and map the agent to the respective Versiera Account.

1. To automate the agent install from the command line (in silent mode) use the following code:

versiera-agent.exe /url https://backend.versiera.com /user Versiera ID/pass password /sp- /verysilent
/suppressmsdboxes /nocancel /norestart

Note:

It is recommended to create a Registration Versiera ID in the Administration Section for use in
scripting/automation.
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Uninstalling Versiera Agents

OS X

el NS s

Linux

ok~ wLN

Stop Versiera agent: “sudo launchctl stop com.netcraftinc.versiera.agentmond”

Verify agent is no longer running: “ps aux | grep vrsagent”

Delete the versiera directory and its contents (agent configuration files): “rm —r /etc/versiera”
Delete the VersieraAgent directory and its contents (agent binary files):“rm —r
/Library/VersieraAgent”

Delete the com.netcraftinc.versiera.agentmond.plist file, if it exists: “rm —r
/Library/com.netcraftinc.versiera.agentmond.plist”

Delete the agentmond.log file, if it exists: “rm —r /var/log/agentmond.log”

Reboot the system

Stop Versiera agent, depending on Linux distribution:

“letc/init.d/agentmond stop ” or “/etc/rc.d/agentmond stop”

Verify agent is no longer running: “ps -ef | grep vrsagent”

Delete the versiera directory and itscontents (agent configuration files): “rm —r /etc/versiera”
Delete the vrsagent directory and its contents (agent binary files): “rm —r /opt/vrsagent”
Delete the agentmond.log file, if exists: “rm —r /var/log/agentmond.log”

Reboot the system

FreeBSD/NetBSD/OpenBSD

1. Stop Versiera agent: “/etc/rc.d/agentmond stop”
2. Verify agent is no longer running: “ps aux | grep vrsagent”
3. Delete the versiera directory and its contents (agent configuration files): “rm —r /etc/versiera”
4. Delete the vrsagent directory and its contents (agent binary files): “rm —r /usr/local/lib/vrsagent”
5. Delete the agentmond.log file, if exists: “rm —r /var/log/agentmond.log”
6. Reboot the system
Solaris
1. Stop Versiera agent: “/etc/init.d/agentmond stop”
2. Verify agent is no longer running: “ps -ef | grep vrsagent”
3. Delete the versiera directory and its contents (agent configuration files): “rm —r /etc/versiera”
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4. Delete the vrsagent directory and its contents (agent binary): “rm —r /opt/vrsagent”
5. Delete the agentmond.log file “rm —r /var/log/agentmond.log” (if exists)
6. Reboot the system

Windows

1. Use Services Management Console to stop “Versiera Agent Monitor” or use the command line
interface to issue the command: “net stop “Versiera Agent Monitor””

2. Using Windows Task Manager verify that “vrsagent” process is no longer running

3. Use Add/Remove Programs tool in the Windows Control Panel to Uninstall “Versiera Agent
XXX

4. Delete the “Versiera Agent“ directory and its contents (agent binary and configurations files)
using Windows Explore or the command line interface with the command:
“rmdir /S /Q C:\Program Files\NetCraft Communications\Versiera Agent”

5. Delete the vrsagent.log file, if exists: “del C:\Windows\vrsagent.log”

6. Reboot the system

OpenWRT

Stop Versiera agent: “/etc/init.d/agentmond stop ”

Verify agent is no longer running: “ps -ef | grep vrsagent”

Delete the versiera directory and its contents (agent configuration files): “rm —r /etc/versiera”
Delete the vrsagent directory and its contents (agent binary files): “rm —r /opt/vrsagent”
Reboot the network device

akrwbdE

DD-WRT

Use the “ps | grep vrsagent” command to determine the “agentmond” process ID

Use the “Kill xxxx”, where xxxx is the “agentmond” process 1D

Verify that the agent is no longer running: “ps | grep vrsagent”

Delete the versiera directory and its contents (agent configuration files):

“rm —r /jffs/etc/versiera”

Delete the vrsagent directory and its contents (agent binary files): “rm —r /jffs/opt/vrsagent”
Delete the agentmond.wanup file (agent startup file) “rm /jffs/etc/config/agentmond.wanup”
7. Reboot the network device

NS s

oo
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